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Minimizing Information Loss in Anonymization Algorithms
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Abstract: Anonymization is becoming more and more important for the purpose of privacy protection, and
k-anonymization in particular is actively studied. Various k-anonymization algorithms such as MDAV and
VMDAV are proposed, but they are not necessarily optimal for numerical data from the viewpoint of informa-
tion loss. In this paper, we propose a method for minimizing information loss, while preserving k-anonymity,
of the partition of dataset obtained by these algorithms. We implement the algorithm, apply it to several
datasets and evaluate the results. In many cases where the remainder after dividing the number of data by &
is large, the information loss of MDAV and VMDAV can be reduced by our algorithm. Also, our algorithm
can be executed quickly regardless of the number of data.
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Algorithm 1 MIL (minimizing information loss)

flag — 1
while flag =1 do
flag — 0
fori=1tog—1do
while n(D;) > k do
n=n(D;)—1
m =n(Di1)
X=-2t@-7)+ (= -7)°
if X <0 then
Move z from D; to D;41
flag — 1
else
break
end if
end while
while n(D;4+1) > k do
n = n(D;)
m = n(Di+1) -1
X=—i5@E-2+ 22 @ -7)
if X > 0 then
Move z from D;41 to D;

flag — 1
else
break
end if
end while
end for
end while
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F1 Tty OMEES
Table 1 The probability distributions of the data sets.

F—%+tv b e HE B 75 Kk
DSO N(0,1) 100
DS1 IN(5,1) + 2N(10,1) 200
DS2 IN(5,1)+ $N(8,1) 200
DS3 IN(5,1) + $N(10,2) 200
DS4 1N(10,3) + 1N (20,2) 200
DS5 LIN(0,1) + LN(5,2) + £ N(12,3) 300
DS6 1IN(5,1.5) + £ N(10,1) + £ N(15,1.5) 300
DS7 IN(5,3) + $N(15,2) + £ N(20,1) 300
DS8 LN(5,3) + $N(12,1.5) + +N(20,2) 300
DS9 1N(5,2) + N (10,1.5) + $+N(18,3) 300
DS10  |iN(0,1) + +N(5,1) + 1 N(10,1) 300
DS11  |1N(0,1) + +N(3,1) + 1N(6,1) 300

COEIICLTHEB LT 0EGF IERIEOY v 7
VWF—=%+ty b, KL T, d=6 & L TIEBHE
BH BT 5.

RIZ, B 2 IEHEE T ERE DRSS
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N fo () IZHED F > TN F— 5y FTHS [10).
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2~ L¥ 2. RETVTY XLDOFEATIIE, MDAV B &
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THEHL A TH D DSO I2DOWT, [EHIBIOKBRE
M1, B 2IRT. $72, k=2~15 OEEORNEIEI %
£ 2 1287, MDAV IZ2WT, k=2~50 D) 5 69.4%7)°
MIL 2k Y &ES N, ZOBOFHRBEOBPRITRK
T6%TH-o7:. F72, VMDAV IZDOWTIL 91.8% A5 &
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Fig. 1 Information loss for DSO (comparison with MDAV).
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Fig. 2 Information loss for DSO (comparison with VMDAV).

F 2 DSO DIEHIALOME
Table 2 Information loss for DSO.

k MDAV MDAV+MIL | VMDAV | VMDAV+MIL
2 | 0.003446 0.003446 | 0.003765 0.002946
3 | 0.005258 0.005258 | 0.005632 0.005282
4 | 0.010552 0.010552 | 0.011109 0.010479
5 | 0.014560 0.014560 | 0.018915 0.018828
6 | 0.022300 0.022263 | 0.025131 0.022560
7 | 0.026470 0.026470 | 0.026578 0.025728
8 | 0.029978 0.029778 | 0.030077 0.029778
9 | 0.034523 0.034490 | 0.034029 0.032834
10 | 0.035952 0.035952 | 0.037727 0.037490
11 | 0.045240 0.045126 | 0.048749 0.047834
12 | 0.054165 0.053752 | 0.058318 0.053937
13 | 0.063774 0.061702 | 0.065301 0.065207
14 | 0.065962 0.065343 | 0.069149 0.069149
15 | 0.076020 0.074068 | 0.077760 0.074068

N, TBEHRIELOBMARIIRA 21.7T%TH - 7-.

2 DDOGH DR ) DEEEDF—Tdh % DS1 1T DWW Tyl
b, WERSMER 312, HHELOMEEE 4, B 5 12
RS, E72, k=2~15 DLEOFERIEL TR 3 IIRT.
MDAV 1220\ T, k=2~100 D9 b 89.9%%* MIL 12 X )

2678



1BEERALIE S

A
=

#X& Vol.57 No.12 2675-2681 (Dec. 2016)

o
X
3 DS1 Dffessy
Fig. 3 Probability distribution of DS1.
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Fig. 4 Information loss for DS1 (comparison with MDAV).
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Fig. 5 Information loss for DS1 (comparison with VMDAV).
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% 3 DS1 OfEHiEE DM

Table 3 Information loss for DS1.
k MDAV MDAV+MIL | VMDAV | VMDAV+MIL
2 | 0.000214 0.000214 | 0.000143 0.000139
3 | 0.000489 0.000405 | 0.000350 0.000324
4 | 0.000651 0.000651 | 0.001027 0.000892
5 | 0.001114 0.001114 | 0.001530 0.001244
6 | 0.001777 0.001639 | 0.001598 0.001452
7 | 0.002643 0.001780 | 0.002891 0.001921
8 | 0.002895 0.002895 | 0.003499 0.002982
9 | 0.003749 0.003405 | 0.005321 0.003599
10 | 0.003635 0.003635 | 0.005246 0.004195
11 | 0.005227 0.004887 | 0.006654 0.004279
12 | 0.008307 0.005765 | 0.006414 0.005243
13 | 0.008298 0.005407 | 0.009004 0.006870
14 | 0.008943 0.007969 | 0.010573 0.006791
15 | 0.011400 0.007469 | 0.011821 0.008994
01 DS9 ——
0.09
0.08
0.07
0.06
o 0.05
0.04
0.03
0.02
0.01
0 ‘ ‘ ‘
0 5 10 20 25
X
6 DS9 DHEERSM
Fig. 6 Probability distribution of DS9.
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Fig. 7 Information loss for DS9 (comparison with MDAV).
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Fig. 8 Information loss for DS9 (comparison with VMDAV).
& 4 DS9 OfFHIRK O
Table 4 Information loss for DS9.
k | MDAV | MDAV + MIL | VMDAV | VMDAV + MIL
2 | 0.000682 0.000682 | 0.000685 0.000681
3 | 0.001096 0.001096 | 0.001284 0.001128
4 | 0.001402 0.001402 | 0.001423 0.001370
5 |0.001848 0.001848 | 0.001868 0.001717
6 | 0.002002 0.002002 | 0.002134 0.002053
7 | 0.002668 0.002634 | 0.003125 0.002620
8 | 0.003260 0.003175 | 0.003406 0.003220
9 | 0.003535 0.003461 | 0.003809 0.003506
10 | 0.004043 0.004043 | 0.04060 0.003910
11 | 0.004306 0.004241 | 0.005335 0.004055
12 | 0.004870 0.004870 | 0.005596 0.004704
13 | 0.005554 0.005515 | 0.006799 0.005304
14 | 0.006240 0.005791 | 0.007001 0.006234
15 | 0.007143 0.007143 | 0.007538 0.006761

WU 70.7%~99% A5k EE S, TEHRIEL O EITR A
51.7%TCd - 7-.
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Fig. 9 The judgement count.
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