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A Study on the relationship between communication environment
and effectiveness of Slow Read DoS attack
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Abstract: Slow Read DoS attack is the technique that prolongs time to read the response from the Web
server. We do not have effective countermeasures to defend from this attack nowadays. On the other hand,
there are some methods which optimize communication speed such as TCP acceleration. Such methods will
make communication speed high, it may influence the effectiveness of Slow Read DoS attack. In this paper,
we analyzed the relationship between accelerated communication and effectiveness of Slow Read DoS attack.
As the result, we find that communication environment influence start time of the attack.
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Fig. 1 Outline of Slow Read DoS attack
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Fig. 2 Communication environment
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Table 3 experiment parameter.

EBR | AEEIR (bps) | RTT (ms)
1G 0.5
10M 0.5
100K 0.5
50K 0.5
1.5G 10
1.5G 100
1.5G 200
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Fig. 3 experiment 1 (bandlimited 1Gbps)
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Fig. 4 experiment 2 (bandlimited 10Mbps)
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Fig. 5 experiment 3 (bandlimited 100Kbps)
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Fig. 6 experiment 4 (bandlimited 50Kbps)
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Fig. 7 experiment 5 (RTT 10ms)
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Fig. 8 experiment 6 (RTT 100ms)
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Fig. 9 experiment 7 (RTT 200ms)
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