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Proposal of static analysis assistance method utilizing the dynamic analysis log
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Abstract: Malware analysis is important for anti-malware. General malware analysis is carried out in the order of
dynamic analysis and static analysis. However, in the present circumstances, the results of dynamic analysis has not
cooperate static analysis. We propose static analysis assistance method utilizing the dynamic analysis log. In the pro-
posed method provide assistance information of static analysis. It includes the API call information and the code of
the malware on the memory acquired by dynamic analysis. In this paper, we describe static analysis assistance method
that cooperates the system call tracer Alkanet and disassembler IDA.
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"580": {"proc_image_name": "cl3.exe",
"812": {

"proc_image_name": "starter.exe",
"vad_file_info": [ (b)

{"vad_filename":

"vad_file_end": "0x407000",

{"vad_filename":

"vad_end": "0x435000",

"vad_start": "0x400000"}, (a)

"\\DOCUME "1\\ADMINI "I\\LOCALS "1\\Temp\\RarSFX0\\starter.exe",
"vad_file_start": "0x400000"},
"\\DOCUME "1\\ADMINI "1\\LOCALS "1\\Temp\\RarSFX0\\splash_screen.dll",

"vad_file_end": "0x10005000", "vad_file_start": "0x10000000"3}],
"dirty_memory": [ (c)

{"dirty_memory_end": "0xalb000", "dirty_memory_start": "0x9f0000"},

{"dirty_memory_end": "0x9f0000", "dirty_memory_start": "0x8f0000"}]
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"0x4059b3": { (i)
"CreateFileW+0x1b6": (ii)
[ {"name": "NtCreateFile", "no": 3648,

"optional": {

"file_name": "\\??\\C:\\cl13.exe"}},

"type": "sysenter",

(iii)
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tree view | Search Results |

ll s =
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00405F04 push edi
00405F05 lea eax, [ebpNumberOfBytestiritten]

00405F08 push  eax ; |pNumberQfBytesHiritten
00405F09 push
00405F0C push
00405F0F push

; |pOver|apped

[ebp+|pBuffer] ; IpBuffer
dword ptr [esi+4] ; hFile

00405F14 dec eax
00405F15 neg eax
O0MOFI7 kb al, al

[ebp+nNumberOfBytesTofrite] ; nNumberOfBytesTolirite

Call API and systemcall info
4 0x405f14
4 WriteFile+0x6f
6916:NtWriteFile[sysenter]
6917:NtWriteFile[sysexit]
4 7214:NtWriteFile[sysenter]
buffer:{u'raw': u'4d Sa 90 00 O( (-0 00 00 00 00 00 OC
byteoffset:0
current_byteoffset:0
file_name:¥Device¥HarddiskVo
length:2560

¥splash_screen.dll
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cl13.exe[0x400000-0x435000]

L—— starter.exe(Create)
F—— File (\DOCUME "1\ ADMINI "1\LOCALS "1\Temp\RarSFX0\splash_screen.dll)[0x10000000-0x10005000]
—— File(\DOCUME~1\ADMINI “1\LOCALS~1\Temp\RarSFX0\starter.exe)[0x400000-0x407000]
F—— dirty_memory [0x8f0000-0x9f0000]
F—— dirty_memory [0x9f0000-0xalb0060]
L —— svchost.exe(Create)
f—— dirty_memory [0x8d0000-0x8fb000]
L—— dirty_memory [0x90000-0xad®00]

K7 7uovZ0EfF7u—evlvc70a— K3y FIEHR

{"ShellExecuteExW+0x67":
{ "0x40c673": {
"systemcall": [

{"status": 0, "proc name": "starter.exe",

"name": "NtCreateProcessEx",

"proc_pid": 812

"file name": "\\Device\\HarddiskVolumel\\DOCUME "1\\ADMINI "1\\LOCALS "1\\Temp\\RarSFX0\\starter.exe",
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0x40f5d0

0x40f148

4 0x40f138
4 RegSetValueExA+0xf8

e 55
0040F124

0040F124 loc_40F124:

0040F 124 mov edx, [ebptvar_18]
0040F12D inc edx

0040F12E push  edx

0040F12F push  ecx

0040F130 push  esi

0040F131 push  ebx ”
0040F132 push  eax typeil
0040F133 push  [ebp*hitey] title_index:0

7511:NtSetValueKey[sysexit]

4 7509:NtSetValueKey[sysenter]
value_name:Userinit
type_name:REG_SZ

key_handle:¥REGISTRY¥MACHINE¥SOFTWARE¥MICROSOFT¥WINDOWS NT¥CURRENTVERSION¥WINLOGON

0040F138 test data_size:168

0040F134 jz

eax, eax

short loc_40F154

data:C:¥WINDOWS¥system32¥userinit.exe,C:¥Documents and Settings¥ykosaka¥Desktop¥e04.e
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