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Abstract: For the cause investigation of cyber attack, the cause should be identified by using the timeline
created from various information for estimating the status of the cyber attack moment. However, there is
a problem that some information called “Volatile Information” will be lost easily by some operation to the
computer or computer shutdown. To cope with the problem, the authors will propose a dedicated method for
storing packet logs based on the communication, startup and closing log data of the process using Windows
functions. In addition, we will report on a newly developed driver program called Onmitsu that can be
used to implement the functions included in the proposed method. Based on the results of the application
evaluation, it was confirmed that the program could effectively achieve the desired objectives. In this paper,

the proposed method, the developed program, applied results, and the evaluation performance results are
described.
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Table 1 Difference of the load to CPU between proposed
method and the others.

L AT | Process | Network
Monitor | Analyzer
CPU FIfi# | 7.642 | 8.789 | 17.188 18.164
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Fig. 1 Object network environment.
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Table 2 List of information recorded in log.
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Table 3 API used to collect behavioral elements.
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Fig. 2 Structure of proposed method.
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Process
(User Application, Malware, etc..) Table 4 Software and equipment used for evaluation.
A
v Y B,
Windows Kernel i~ Microsoft Hyper-V

Oracle VirtualBox 4.0.30

DA Microsoft Windows 8.1 Pro (x86_64)
Ubuntu 14.04

7747 b Microsoft Windows 7 (x86_64)
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£5 THkAREBEFOD S
Table 5 Log collected at the time of starting the process.

TYPE PID | PARENT | CMDLINE

LAUNCH 4348 | 6256 ping www.google.co.jp

MODLOAD | 4348 ¥Device¥HarddiskVolume2
¥Windows ¥System32
¥PING.EXE

xR 6 MERHIIHELT L 70k AE ROk

Table 6 Abstract of process communication record related to

communication record.

TYPE PID | SRC I_.TYPE | DST

NETWORKVA4 | 4 192.168.0.39 | 8 173.194.126.223
NETWORKV4 |4 192.168.0.39 | 8 173.194.126.223
NETWORKV4 |4 192.168.0.39 | 8 173.194.126.223
NETWORKV4 |4 192.168.0.39 | 8 173.194.126.223

Hyper-V
—ARBRYEI—7—
1 (10Gbps) ]
SETOIESES
H—\ A7+
(Windows 8.1) (Windows 7)

3 VAT AEMEHIO A Y BT — 7 K
Fig. 3 Network structure at the time of the system load mea-

surement.

&7 TCP x W2 EHMOEEEM (B : Kbps)
Table 7 Evaluation of receiving speed while using TCP

(Kbps).
fkie | JEEAIE (A) | #EHEE (B) | B/A
1KB 3,421,306 3,317,350 97%
2KB | 4,501,995 4,049,715 90%
4KB 5,462,999 5,131,468 93%
8KB | 6,041,600 4,940,513 82%
16 KB | 6,761,349 5,961,482 88%
32KB | 7,669,186 7,273,267 95%
Gt 33,858,435 30,493,795 | 90%

T B B fERR L 7.

Ay NI = EEICEbALEME LT TCP, UDP #
NENDEZEFINOEE % NetlO & W TEHIZ 1T -
oo =254 7 b7y vid Hyper-V 25
Mg A Yy VT =2 7Ty CHIEICER L, HER
10Gbps & L CHEE & 4T - 72, EHNZ 30 [Ol 9247 L Bl 13
ZOFHE L L7z,

£3, TCP 815 & AV CTHERERFAN % 5506 L 72/ e R 7
BLUE 8 IIRT.

RIZ, UDP 3815 & AV CHERERTAN 2 FEhG L 725 R 25k 9
B LUK 10 1TRT.

FRORER LY, MEFEEZEH L2GEIERK 18%D
HWEAL T SALND ZEAH LA, 72720, —BISER
LTwWhb Ay b7 — 27 RE#A 1CGbps ODREIFTHAZ &%
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® 8 TCP &M 7zxEH OBl (HAZ 1 Kbps)
Table 8 Evaluation of sending speed while using TCP (Kbps).

ik | JREMEE (A) | #AEE (B) | B/A
1KB 3,643,064 3,464,232 95%
2KB 5,066,752 4,625,285 91%
4KB 6,180,536 5,891,194 95%
8KB 6,585,139 5,807,226 88%
16KB | 7,257,866 6,383,042 87%
32KB | 7,407,861 7,256,719 97%
&l 36,141,218 33,427,698 | 92%

£ 9 UDP %M\ 7-2E M OMEFM (HAL : Kbps)
Table 9 Evaluation of receiving speed while using UDP

(Kbps).
fnpia | JEEARE (A) | @A (B) | B/A
1KB 1,961,574 1,758,494 90%
2KB | 2,062,909 1,970,995 96%
4KB | 3,622,256 3,514,531 97%
8KB 1,633,730 1,482,424 91%
16 KB | 2,516,664 2,489,958 98%
32KB | 3,211,427 3,051,028 95%
Gt 15,008,560 14,267,430 | 95%

+ 10 UDP % HW /= F MO #EEFG (HA2 © Kbps)
Table 10 Evaluation of sending speed while using UDP

(Kbps).
inkE | JREMEE (A) | #AKE (B) | B/A
1KB 2,627,256 2,147,205 82%
2KB 2,192,261 2,113,863 96%
4KB 3,615,457 3,614,146 99%
8KB 1,758,904 1,740,390 99%
16 KB | 2,643,558 2,604,810 99%
32KB | 3,583,180 3,239,526 90%
GEl 16,420,616 15,459,940 | 94%

ZxbE, EOFHRERD 1Gbps d#AEB X 0 JE#E
BEAHIZBWTHEZTEY, BEFAAICBWTEREICE
BRORWVWEEZLND,

RIZY AT DT Hh 05 BT 2O W T Futuremark PC-
Mark 8 (Futuremark, Espoo, Finland) &\:9 V7 b =
7 & A Office Benchmark # W CEHliZ £ L7z, 2D
FHMEFHIEA v =2y VT ITOFICL DT =T A N
EBLOCEERY 7 MY 2 TS L A CEAT) L F DERE
EEMIOICFEITL, FOBOI 2 —FDIST +—<
2AHEE LTS A2 DTHY, —fxkDF+ 7 1+ AL
BT AarEa—Y{EETITbNE N7+ —< VA%
W5 2FEe LTHLNLFETH S [25]). 2 OFHliF-%
TARFLEZFE L7245 R 23R 11 ITRT.

FROEREDPOARTEDO FIANEAILL DL VAT LA
MIEHELT001DETH), RELEIZVEVRS.
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# 11 Futuremark PCMark 8 Office Benchmark D5
Table 11 Result of experiment using Futuremark PCMark 8
and Office Benchmark.

FF 2a7y | K
JEMAEE | 4319 1.00
765 P IR 4264 0.99

BEREAY—A

|
dp =
=5

DoCoMo Xi 192.168.137.1

=)

947k
(Windows 7)
192.168.137.69

4 Zeus YNV =T BT FHEHERIFO £ v b7 — 7 K
Fig. 4 Network structure when Zeus malware was used for

evaluation experiment.
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FEVEENEEZIISLZOFE FRFT AV —NDZ L%
BLTWS

9, ATECTHELA-OZ7ONEE2 LEDR Al 12
R, UL OO T ZIETRTTE291TH 5, <
Vo = T OFEE) L ATERO Wl 7 T b A ORLEE R 3B AE A
EINTWDED, Iy = TR WEFT &2 A0 LY
FEIIRBOITEIFA L, 20oarhrb< )by 27T
% invoice_928649039284232_9482934d88.pdf.exe % #)
L7z, Temp 7 # VF IR EN 2~ = 7 2 lE) L
TWhb ZEimsaI S, £ 72 Internet Explorer 252 E)
LA S 22 D58f5 24TV, ZDRICTIVY = 7 HNEE 1T o
T3 2L bFANNnsG.

R, EERERYT - NTRSGLI-EFENE L ORA %
To7z. FThbN7-iE DNE % Wireshark THER L7725 D
B 512, -2 O@EICEET LSRR AL LK
el 722K 12 BL UK 13 [IRT.

FREOH 5 IZBWORENTWABERED I B, HEET
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Source

Length Info

192 168 13' 255 92 Name query NB WPADcOO:-
192.168.137.69 54 http > dQJdE [mr:K] Seq=155 A

775 GET wln-\qm':i-lm:r'vuuDt)l-l'.m'Z\.{r U7 o
54 http > 49450 [ACK] Seg=1 Ack
207 HTTP/1.1 503 service uUnavail

178. 250 245 198
192.168.137.69
192.168.137.69

5 wireshark TOMEFER (k)
Fig. 5 Extracted display of communication measured using
Wireshark.

12 GBERERICEEUT A T O A REY RO Pk
Table 12 Abstract of process start information related to com-

munication record.

PID | PARENT | CMDLINE
1832 | 1848 C:¥Users¥TESTUSER¥Desktop
¥SHARE
¥invoice_928649039284232
_9482934d88.pdf.exe
2068 | 1832 C:¥Users¥TESTUSER¥AppData
¥Flocal¥¥Temp ¥zdttugbg.exe
1896 | 2068 C:¥Users¥TESTUSER¥AppData
¥Flocal¥¥Temp ¥zdttugbg.exe
2716 | 752 C:*¥Program  Files¥Internet Ex-
plorer ¥iexplore.exe -Embedding
R 13 EERCEICENU T L0E T 7 Ok
Table 13 Abstract of communication log related to the com-
munication record.
PID | SRCPORT | DSTIP DSTPORT
2716 | 49446 62.113.232.164 80
2716 | 49447 62.113.232.164 80
1896 | 49450 178.250.245.198 | 80

R— FA749446 b L {13 49447 TH 5 @fE13F 12 BL O
# 13 £ U Internet Explorer 12 & A2 B{E ThH 5 2 & WA
W5,

F22FRRIC, EEITCE— FD549450 T 5 #1313 zdt-
tugbg.exe IZ L ZHETH), ZHOTTLAITFEK 12 O
PARENT 8% IS hDIFLT LT, Y7 2T ICH
T5TUYADELIEETH LI L LA,

4.4 Cuckoo %> KKy 7 X % B 7=51

W12, Cuckoo ¥ ¥ KR v 7 X [24] # H v T On-
CBFARTONGRNOGELER L. <
V7 = 7 iE VirusShare 23] TAFTE KD 9H 5,
VirusShare_00224.zip 12 & LT\ % 9,000 kD < v
TrTERMHLE. 2077 A VIE20164E3 A 11 H2 5

mitsu |
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Qracle VirtualBox

DoColMo Xi (On Ubuntu 14.04)
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)
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6 Cuckoo ¥ ¥ FR v 7 2% H w725

Fig. 6 Evaluation using sandbox named Cuckoo.

# 14 Cuckoo D17 & Onmitsu O 7 0+ AT 7 —F
Table 14 Agreement number on process start in the log from

Cuckoo and Onmitsu.

wuarz Ty 4V 8,289
O R (B — a7 AV | 711
WlLa— T 8,572
BHAETHLa—F 8,572

% 15 Cuckoo @17 & Onmitsu D% v 77— Z7@{F0 7%k
Table 15 Agreement number on network communication in

the log from Cuckoo and Onmitsu.

wa s 774V 8,289
O R (S - Ra s 7 s A V) | 711
WL a— P 37,477
MHAFFET H L a—F 28,934
Cuckoo DAIZFHET AL I—F 8,543
Vit AT Re 2 R A oL a—F 8,543

F4E 3 H 19 H EF TOM D 9 % VirusShare 123512 S 7z
TrANEEE RS TWVA,

Z OFHifiClE Ubuntu 14.04 B&5% 12 Oracle VirtualBox
A AM=)L, E5IZFD 2 Onmitsu &1 ~ A b —
VA D Windows 7 DR~ » 2 HE L, Cuckoo D
MR L L7,

MREBRBE A 6 127K,

Sl Cuckoo > KK v 7 ZOHTID 9 & processtree
& network D HJ74EE % v, Onmitsu O TS E I
ENTZF Cuckoo ¥ KRy 7 AL R UM BRI E TN
TV X - CTEHI L 7.

9, 7Ot ARHICEHL TORRER 14 IIRT.

FNTAy b7 — 7 BEICE L TORREER 15 ITRT.

LY, FBUITRENTVEERBY, 70t 2RE)
WAL TIEIRTREESNT DL I D005,

F72, #£ 15 128V T Cuckoo DAIZHFAET AL a— K
HY 8,543 EAEAE L7z, M Onmitsu 758 2 HE, L 72 D
DIZDONWTORB T ZFLET 5 DI L, Cuckoo TlEHE
B T LR A ML Th s d A2 L IC X A AL
DENDH L. HIZ, Cuckoo DAICHFAETHL I — NI
BIL T RTHEEATRTH S Z L2l L7,

VU EXD, Onmitsu lZBWTIE<NY = 7OZFEEHIZE L
TOBEREEFWICHIFTETWL LI TE 5.
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5. BES DT - BB EMIGEK

FERZFERT 5P TRFEICET 50O DRE R %
RO ZENRTE. RIHERTRT.

5.1 AJDOIEXAE

Onmitsu [FEFEZ FRICLTWARY T 77 7 £ )L &
TLETF B 720, 32— Okt LT—ED
BEVLELE 2D, RSCHERICZT 1 s BIEL T T
FIZL BT 27 A4 PRIEZITWAHYS Onmitsu & H W
TEEZREk L7z 2 A, P 1KRMH72) 3.46MB TH
D, 1 H 8HEMRE S5 LEHETIUL30MB 1T EI2AEX
fbFAZ e FHENS,

F AT TII T U L 2 DR AIEEE O FAT RIS
EILTarZ o7 7404 X3RS 5720, FHRK
& o TRELK DT A R FEDPLE % RN 2
b5k,

22T, H2Yb AT LICHBMICHTH £ Tou 7 % Zip
R TEMEITI) S LICLY, T4 A7 NOEBEE BT
5 HERBIERGEL T 5.

FRDEERIZB VTS SN/ 10.3MBOE 77 7 4 )
WX Lozip EfE 2 FAT L7728 25 738KB ¥ CHEMiS NS
CEDGDoTBY, FTAAIANOFHAEZEKTE L L
ZTW5,

5.2 EEAITEIEDCER
ARFHETEA Y bU—r@Eon 7L TR, HEd
ST L 7B i CEOERE SR T 2R > TV D,
DIz, 44 FHOI v NI — 7 @BEORERD £ )12, Bt
TaTHENED Vo SV SN WIREIZ R o T .
S BRERRT OB LENE I AR T T DT 7 4 )V
A XR/NT =< Y AW LR 2D TV <,
6. SHEORE
DLEICEY, HEoa sy ¥a—yNhb5eE b N E
GBEDPS, FOALEL—FHNIIBITLEELFEITLE
TUEARHETHIENTEETHLABLEEL. 4
%, ROLIBEHEERL CnELVWEEZ TV,
(1) EEFRRE L7077 21220 THE, $TIZEMME
ENTEY (1], EHALZEL TS HICFHETHNR
TWLDEHET.
(2)RZEL72TR I 2Oy AT L EEHESEDL
ERREILTWS, EF03HELAY VT =27 7
LoV s DizbDHIMT A K A5 4 LIFT (Live
Intelligent Network Forensics Toolkit) DFfFZER% %=
HEHTEY [12], [13], SOV ATFLOEEN 1Ok L
THLAARERET LTV 5.
(3) £ 71t ZA® DNS H&EI1CB L, Windows ® DNS

1950



E3RNIBF AR TEE  Vol.57 No.9 1944-1953 (Sep. 2016)

Client H— ¥ 2125 L CIEHRINEEZ AL 2 128D,
M N L —=ANTEL LTS,

5 (20 1) —FIm &3 iigR FiEO$SE, DICOMO
(2015).

[14] Symantec: Backdoor.Rabasheeta, available from
7. BbYIC (http://www.symantec.com/ja/jp/security_response/
: writeup.jsp?docid=2012-101004-0445-99& tabid=2)
5 . . o d 2015-11-26).
BT IR B IR OB 2 T 5 T o (accessed 2015
ﬁuzifﬂ T% LG \\E.%fff?ﬁ'%i(ﬁéﬁ LT? [15] Yahoo : #E[@IE(EY 1 W A HfE, AT (http://news.
L AHRE ZD T AT LIEEICET 50 7 E Rl yahoo.co.jp/list/7t=remote_control_virus) (% 2015-
THFHEERET L LB, TOFHEEERT LTS »” ;E;*Q“?}Zﬁa e . S
- s " 16 WA, RS, D70 A DS F
R 7 B A% gz e b A7 EnC, = ‘
74 %%Fm SRS LTHERELN ) S LISy, BAMAL) 122D 74 Ly Py 7 FFEORSE, Computer Security
WAl T A ENTE . Symposium (2014).
L1913 5 TR B DR O F AT 2 & [17]  Windows Sysinter.nals: Process.M.onitor., available from
_ e , . . e (http://technet.microsoft.com/ja-jp/sysinternals/
LI, 6 T TED AL & 37l & F i L bb896645.aspx) (accessed 2015-11-26).
TWLFETHAL. 72, ZOMOIEEVEEHRORETE [18] Windows Sysinternals: Sysmon, available from (http://
WL THTENREFITTVELVWEE LTV, technet.microsoft.com/ja-jp/sysinternals/dn798348)
(accessed 2016-03-02).
[19] #HLWAPRE [Sysmon| & b T TNV a—TF 1 ¥ 7 DL
SETHE V=X ) £ TR, ATk (http://www.atmarkit.
N co.jp/ait/articles/1409/02/news011.html) (£ B 2016-
[1]  Kaspersky : Advanced Persistent Threat (APT) Z# : 06-05) .
43 “C“Lliclf;%)?f&?}lzﬁlf, AT (http://www. [20] ZHIERE, A RE— 7O AERE D728 v
kaspersky.co.jp/downloads/pdf/advanced-persistent- N A FIH L7 AR IE S E B H S R 042 %, DICOMO
threats-not-your-average-malware_kaspersky-endpoint- (2014).
Control—Whlte—paper,_]p.pdf> (Z/%,E.B\ 2014—11—18) . [21] dit T <Ly x 70)#%%}: ?iwﬁz%@iﬁﬁ%%%ﬁ "CAPLOg_
[2] MSDN: Windows Driver Frameworks, available from ger] OWFERM, AT (http://www.dit.co.jp/news/
(http://msdn.microsoft.com/en-us/library /windows/ news2014/2014_0710.html) (84 2016-06-07).
lllardwarc/ f#557565(v=vs.85).aspx) (accessed 2014-11- [22] Technet: MessageAnalyzer, available from (http://blogs.
8). ) o ) technet.com/b/messageanalyzer/) (accessed 2015-11-
[3] MSDN: Windows Filtering Platform, available from 26).
{http://msdn.microsoft.com/en-us/library /windows/ [23] VirusShare, available from (https://virusshare.com/)
desktop/aa366510(v=vs.85).aspx) (accessed 2014-11- (accessed 2015-11-26)
18). )
24]  Cuckoo Sandbox, lable f http: .
[4]  MSDN: PsSetCreateProcessNotifyRoutineEx routine, [24] CLI:;{ ooo(; ana ;b oxozr ;/\/)&1(;: cgsszc()in;(gl 5_11)1{4)8\7)\7&/\&7
a_vailable from (http://msdn.microsoft.com /en-us/ 25 Jiao, Y. an(i Wang, W. Design .an d Imple
library /windows/hardware/ff559953(v=vs.85).aspx) men’tation of Load Bzilancing of Distributed-system-
(accessed 2014-11-18). . . . . based Web Server, ISECS, 2010, FElectronic Com-
[5] MSDN: PsSetLoadImageNotlfyRoutlne routlpe, avail- merce and Security, International Symposium 2010,
able from (http://msdn.microsoft.com/en-us/library/ pp.337-342, DOIL:10.1109/ISECS.2010.81 (2010), avail-
;3111201‘25{ ;l)a rdware/f{559957(v=vs.85).aspx)  (accessed able from (http://www.computer.org/csdl/proceedings/
i A ot g o e isecs/2010/4219/00/4219a337-abs.html) (accessed 2016-
[6] U_IZ'K [Ey ‘(ﬂl’\]‘(ﬁ/\, Tﬁé#fi(é‘ CRGRET D“{fx’ﬁ:’ﬂii‘(f 03_20/). / / / > (
DFEZE, Computer Security Symposium (2013).
(7] WA E, WEAN, BRI AT O A RE Tk
DFEFE R ORI, THHLIL~% CSEC, pp.1-8 (2014).
[8]  Tirli, H., Pektas, A., Falcone, Y. and Erdogan, N.:
Virmon: A Virtualization-Based Automated Dynamic
Malware Analysis System, INTERNATIONAL INFOR-
MATION SECURITY € CRYPTOLOGY CONFER-
ENCE, pp.59-64 (2013).
[9]  Liu, Z. and Chen, P.: Improved Method of packet Fil-
tering, International Symposium on Web Information
Systems and Applications, pp.294-296 (2009).
[10] Park, S.: Malware Expert: Execution Tracking, Cyber-
crime and Trustworthy Computing Workshop (2012).
[11] dit : CAP Logger WL "7 = 7 OF5E & N B DB %
FEH, AT (http://www.dit.co.jp/products/
caplogger/) (£ 2014-11-18).
12 feaRE -, ERIAR, B8R K EORIEI T
2R NT=2 T x LYy IAROBIRE S HOREE,
Computer Security Symposium (2013).
18] MR, WA AL, fiaRE—, FERIAES,

S, A B, R, SR ARG
THHMMA Y VT =274V Yy 2 Y AT A LIFT O

© 2016 Information Processing Society of Japan

1951



Vol.57 No.9 1944-1953 (Sep. 2016)

B

08 1€2°CSC 9L VT 16¥6% | 69°LE1°89T1°C6T 9681 FAMHOMIAN | 185:65:€%:¢0-F10C
08 | 861°GFC 09z 8LT 0S¥6% | 69 LET'89T°C6T 9681 FAMHOMUILAN | L1€CT:€%:00-F10C
91.% LINO™SSADOUd | 8£6:65:¢H:¢0-F10C
08 | ¥91°2€T€ITT9 LYP6Y | 69 LET 89T T6T 9TLT FAMYOMIAN | 075:6S:2H:0-FT0T
08 | ¥91°2€T€I1C9 9FP6T | 69 LET 89T T6T 9T.% FAMHOMIAN | 8€4:6S:2H:¢0-F10C
wc_ﬁﬁwﬁamu @X@.whoﬁn—xwﬁmﬁ
Torordxy JOUINUFESL] weIso1g#:D T8L | 9122 HONAVTSSEDOUd | 88¢:91:2¥:¢0-F10C
ze81 LINO"SSANOUd 12:ST1:2¥:20-F10C
890C LINO"SSANOUd 12:GT:¢7:20710g
oxo°3qbnyypzi
duro ZTeooxereqddyERYASN ILSHIASOSNFED 890 | 9681 HONNVT SSADOUd GT:GT:¢1¢0-710G
([P [[PYUET EWoISASHI00 WIS LG 890z | AVOTAOIN SSHDOYd | ¥1S:60:¢F:20-F10%
ox0°8qbn)1pzxk
duro Z[eooxereqddyxYHSN LSHIASIOSNED Ze8T | 8907 HONAVTSSEDOUd | L0S:60:2F:20-F10C
P TIPYIATI MO MSASFK 00 wsAGxK 2e8T | AVOTIAOI SSHDOYd | €07:60:¢7:20-710¢
[P [P EWOISASEI00 WIS LS K 2e8T | AVOTIAOI SSHDOYd | €0¥7:60:¢7:¢0-710¢
oxoJpd 88PTE6T8T6 CETTIT6E06798T6™OO10AULE
HYVHSEAOPSoAFRYASNLSHILASOSNED 8781 | 2€8T HONNVT SSHDOUd | 96£:60:¢7:¢0-10%
IHOdLsd dILSd | 1MOdDYs dIDYS ANITAND | INHYVd | dlid HdAL HLVA

‘uoryerado arempewt jo awry oy} e poryjewr pasodoid a1y Sursn o] -V O[qEL

LOIMELT LAAYV NPy TV 2

1952

1EHRALIEF SR

LOEHOMPYELT L2 g PIEEY TV
e B

© 2016 Information Processing Society of Japan



E3RNIBF AR TEE  Vol.57 No.9 1944-1953 (Sep. 2016)

=% I8

1992 FA:. 2014 FE R B EA L
FHEFIBIRA 71 THRAE. [F4E X
NGNSy N T R Y AT

oK BR— (E&H)

1971 4 3 AR RFAZE. [FFE 4 A
HZ8UWEpT At ¥ X 7 L BRFSHFZe it
2T AT AEfEE LA, v¥F )
T A, v VT =7 EHY AT A
SFEOWZEHIEICIEF. 2001 F 4 A X
DB IR, T Rt
KEF). 1998 FFERFRENEETE. 2002 FI5HLE Y2
AOCHSE. 2007 ERBRERES. FEI, TR
DEZF] (GHE, 2008 4F) %, AREF )71 -
RAVAY MERRE, WEEETAN—tF ) 7 14
g, K7 xza—,

© 2016 Information Processing Society of Japan

1953



