Vol. 42 No. 12

goooooooo

00 IXODODOoooooooooooooooooo

ot 0 Tt

O O O of o o O O O O

o0o00o0o0o0oooooooobooobO00000000o00o0oooOODbOO0000 IXO0OOoDo
0000000000000 IXO0OO0O0OOoooooooooooooooooooooooooo
00ooo00oooo0ooooooo0ooooooOO0O0O0ooooon0g 1998000000 IXoOo
gooooooooobobooooobooOoOobboOo0oooob0 1o0ooboooooOODbDbDOoOobOO
g0ooo0o00o000 XOoOooooooooooooooooooooooooooobooooo
goooooooooooooooooooooooOoOoOobObOOoOOO0OboOoooooooooo
00 IXO0OOOoO0ooooO0o000ooo00 IXobooooooooooooooo IXooooo
gdo0oooooooooooooo0o0oooooooooooooooboOooOobooO0oOoOoOoonoo
goooooOooboooOooooOoOoOoUbOOoOoOooUoOoboOoOoOoooOoOOoOODOOOODObObOODO
gooooooOoO0o0o0oo0oooooooO0O0OOOO0OO000b000000 IXOO0O0OO0oooo
gooooooooooooog

Implementation and Evaluation of Stable Regional
Communication Infrastructure Using Regional IX

IKUO NAKAGAWA,! MASAAKI YONEDAt and SHORYU ATAKAT't

Recently, in several regional areas, regional people implemented regional IXes for achieving
efficient regional data communication. Implementing regional IXes has benefits of achieving
efficiecy, stability, and redundancy. In the Toyama area, we also experimentaly implemented
a regional IX in 1998, and we have been operating interconnections between more than 10
sites, including regional providers, universities, research institutes, and so on. We have been
doing research about stability of communication path around the Toyama regional IX. In this
paper, we define a function for evaluating stability of communication path between regional
users, and we denote that a communication path through regional IX is more stable than that
of exterior region. In addition, unstable communication paths may cause serious problem, for
example, communication trouble or communication quality change. We describe that these
problems could happen for communications between regional users, with true example. We
also refer to the fact that Toyama regional IX avoided these troubles and it provides stable
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regional communication infrastructure.

1. 04000

0000000000000D0 IXO Internet eX-
change? 00000000000O00O0O000 IX
000000000000000000000000
0000000000D00D000000000000
000000000000000000000000
00000oooooo®9000000 IX000o0o
000000000000000000000000

0000000000000 0DOO00O0ODOOO0OOOoOoOooo
oo
INTEC Web and Genome Informatics Corporation
++ 0000
Toyama University
t++ 000000
Prefectural University of Toyama

2887

0000000000 000OOoO0oo™®0
000000 19980000000 IXO0OO00ooo
000000000000000000000000
0000000000 00000000000 IXO
00000000000 00000000000 100
000000000000 000000000000
000000000000000000000000
0000 00000000000000' 000
00000000000000000000000
00 IXOODODOOOOOOOOOoOo0OOoOooo
00000000000000000000000
012 gooo000000000000000Dn
0000 IXO00OOOOO0OO0O0O0O00OOo0o0ooo
000000000000000IX0000000
0000000000000 00000000000



2888 goooooooo

00 XO0OOODOODOO0OOoOoDOoooooooo
000000000000 000D000000000
000000D000000000000000 IXO
00000000000 0000000000000
000000000 IXDO0O00OOODOoOD0OoD0oO
00000000000 0000000000
00000000000000000000000
0000000 IXDO0O00O00oO000o0o000o0o
000000000000 000D000000000
0000000000 000000®oo0o0o0on
00000000D0D00D0000000000000
0000000000000 0D0O0D00D000000
000000000 000000 IXO0DODO00O000
000000000000 D000000000000
0IXOOOOOOoOOO0oOoOooooooo
00000000 IX0O00OO0000000000
0000000000000 0000000D0000
100000000000000000000000
000000000000000000D000000
00000000000 D0000000000000
00000000000D0000000000000
000000000000 000000000000
000000 IXODO00OO0O00OO00Oo0oooooooo
000000000000000000000000
00000 IXO0DOOOOOo0O0ODOOo0Ooooooo
oDoooog
000000000 00000000000000
000000000000000000000000
0D000D0000000000000000000
000000000000000000000000
oooooDog
e I00ODOIOODOODODOOOODOD
e 000DDOIOODDOODOODODDO
00000000 IXO0O0OO0ODOO0OoO0oooooo
0000000000000 000000000
00000020000000000 IXO00000
000 IXO0O00OO0O0O0O0OO0Oo IX0000ooooo
000 IXOODODOOO0O00DO0o000000000
30000000 IX0000000Do0o00o0o
00000000D0000000000000000
000000000000000000000000
0000000000 00000000000000
0000000000000 0000000000
40000000000000000000000
000000000000000000000000
000000000000000000000000

Dec. 2001

ooboooooo0O00000000 IXooooo
gboooooboooooooo

2. 00000000 IXDOODO

00000001998 000000 IX000000
000000000000000000000000
0000000000000 00000000000
00000000000000IXO00O00oO0o00oo
000000000 IXO00OOOO00000000o0
00000000000 IXO0000O00000o00o0

2.1 00000000 IXOOO

00000000000000000000000
0000000000O000000O00000000
0000000000 000000D0O0000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000 0NSPIXP2'Y O JPIX'® O
0 0 IXO Internet eXchangeOOO OO OOOODOO
000000000000 IX0DO000o0o0O0ooo
000000000000

00000000000000000000000
00000000000000D0D00O0000O0On
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000

01000000000000000000000
0000000000000 00000000000
0000000000000 National ISP OO0
Regional ISPOO0O0OOO0OOOOOOOOOO
00000000000 00000000000000

ISP: Internet Service
Provider
AP: Access Point

USER-B regional area

01 000000

Fig.1 Communication in a region.



Vol. 42 No. 12

00000D0000000D00 NSPIXPO JPIX O
00000000000 0000000000000
000000O0APODOO0O0OODOOOODOOOO
000000000000000000000000
000000000000000000000000
00000000000 OUSER-A OO0 USER-B O
000000000000 000000000000
00000000000 0000000000000
0000000000000 0000000000
00000000000000000000000
000000000000 000000000000
000000000000 000000000000
0000000000000 0000000D0O000
00000000000 0000000000000
0000000000000 D0O0D000000000
000000000000000000000000
000000000 000000000000000
00000000000 0000000®?o000
00000000000 D00D00000000000
0000000000 00000000000000
000000000000000000000000
OoDOooOooooooooooo?™®0
000000000 D000000D00D000000
00000000000D0000000000009g
ooooo®ooo0ooo0o0on 1997000
000000000000000000000000
0000000000000 000D0000000D
00000 IXO00ODOO0D0O0oO000o00o0oooooon
00000O0000DOo0
(1) 0DO0OO0DDOOO0O0OD
000000000000 000000000
00000 IXO00O0O00OOoooooooo
(2) 0ODOOOOOODOD
000000000000 000000000
0000 10000000000000000
0000000000 00000
0000000000000 00000000000
0000000000000000D00000000
0000000000 00000000000000
0oDO0oO0OoooooDoon
2.2 0000 IXODOODOO
0000000000000D0000000000
0000000 CATVOODO 20000000000
19980 50000000 IXO0OD¥Oooooooo
00000000000 200000000000
00000000000 000n

00 IXOOOO0Oooooooooooooooo 2889

(1) DODODOOODODODO0O0O0DOO0O0n
oooooo
(2) DODOOOOOOOOOOOOOOOOOO
oog

00 (1)00000 IXO0OODO0oOoooooao
000000000000 00000000000On
000000000000 D00000000000On
000000000000 000000000000
00oOooooo2?*gpooooo0ooooon
000000000000000000000000
00000000000000000000000
00 (2)00000D0000000ooooong
0000000000000 00000000000
000000 000000000000000000
000000000000 00000 IX0000
000000000000 D000000000000
00000000000 o000 CATV8ODOOD
000000000000000000000000
00000 00000000000000000
0ooooooooogo

2.3 0000 IXOOOOOOOOOO0OOO

0000 IXO0OO0O0O0O000O0000000000
000000000000 000D000000000
000000000000000000000000
000 IXO0DO00OODO00OO000oo0o0o0oo0oo
000000000000 D000D000000 IXO
00000000000 D0O0000DO0O00000D
000000000000000000 IXO0O0oOdo
0000000 000000000

0200000 IX0000O000000000
000000000 IXO00O0O000000000
00000000000000000 IX0O0Oo0o0o
00000000000 0000000000000
000000000 IX0000000o00o000o0o
0000000000000 D000000000 IX
000000000000 D000D000000000

the Interet

BGP4 session

02 0000 IXOoooo
Fig.2 Model of Toyama Regional IX.
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Fig.3 Environment for evaluation.
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Table 1 Evaluation of routing stability (2000/4-2001/4).
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Fig.4 Updates of routing information.
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Fig.5 Delay in routing convergence.
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Fig.6 Communication during the trouble.
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Fig.7 Packet loss rate during the trouble.
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Fig.8 Communication quality depends on route change.
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Fig.9 Disconnection during route change.
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# 2000-04-20 7:30:10 started

traceroute to ISP-c (ccc.cc.91.135), 30 hops max, 40 byte packets
1 aaa.aa.194.126 0.324 ms 0.329 ms 0.260 ms [local site]
2 aaa.aa.193.254 0.412 ms 0.403 ms 0.553 ms [local site]
3 bbb.bb.160.101 1.827 ms 1.861 ms 1.685 ms [AS-a]

4 yyy.yy.152.81 4.747 ms 4.211 ms 4.156 ms [AS-y]

5 yyy.yy.143.250 3.342 ms 3.123 ms 3.277 ms [AS-y]

6 yyy.yy.0.129 13.195 ms 10.462 ms 12.378 ms [AS-y]

7 yyy.yy.130.67 11.699 ms 12.072 ms 9.937 ms [AS-y]

8 202.249.2.777 9.974 ms 12.856 ms 10.864 ms [AS2500]

9 xxx.xx.252.166 23.634 ms 23.690 ms 23.831 ms [AS-x]

10 xxx.xx.252.134 22.991 ms 21.292 ms 21.200 ms [AS-x]

11 xxx.xx.252.9 21.933 ms 24.958 ms 21.608 ms [AS-x]

12 xxx.xx.185.21 30.644 ms 31.159 ms 23.618 ms [AS-x]

13 xxx.xx.185.2 22.581 ms 23.351 ms 21.901 ms [AS-x]

14 xxx.xx.187.102 29.669 ms 23.773 ms 23.255 ms [AS-x]

156 xxx.xx.2563.121 29.527 ms 33.366 ms 29.527 ms [AS-x]

16 xxx.xx.1.33 32.620 ms 29.141 ms 29.298 ms [AS-x]

17 xxx.xx.1.54 28.433 ms 28.759 ms 28.548 ms [AS-x]

18 xxx.xx.3.30 28.916 ms 29.403 ms 30.419 ms [AS-x]

19 xxx.xx.255.117 31.7562 ms 29.680 ms 30.338 ms [AS-x]
20 xxx.xx.231.34 37.481 ms 37.962 ms 38.478 ms [AS-x]

21 ccc.cc.91.37 48.688 ms 39.135 ms 38.531 ms [ISP-c]

22 ccc.cc.91.2 40.305 ms 44.397 ms 42.920 ms [ISP-c]

23 ccc.cc.91.135 40.141 ms 40.350 ms 39.945 ms [ISP-c]

011 0000000
Fig.11 Route before disconnection.

# 2001-04-20 07:55:20 started
traceroute to ISP-c (ccc.cc.91.135), 30 hops max, 40 byte packets
1 aaa.aa.194.126 12.677 ms 3.318 ms 0.269 ms [local site]

2 aaa.aa.193.254 0.354 ms 0.740 ms 0.391 ms [local site]

3 bbb.bb.160.101 2.469 ms 1.848 ms 1.688 ms [AS-al

4 yyy.yy.152.81 166.376 ms 219.400 ms 31.346 ms [AS-y]

5 yyy.yy.143.250 4.894 ms 4.952 ms 4.937 ms [AS-y]

6 yyy.yy.0.129 10.138 ms 9.439 ms 9.755 ms [AS-yl

7 yyy.yy.130.67 9.586 ms 9.639 ms 9.735 ms [AS-y]

8 * % x

9 x % x

10 % * %

1% x

12 % % %

13 % %

14 % % %

15 yyy.yy.0.129 9.518 ms !H 9.637 ms !'H 9.382 ms !'H [AS-y]

012 0000000
Fig. 12 Route during route change.

# 2001-04-20 08:20:10
traceroute to ISP-c (ccc.cc.91.135), 30 hops max, 40 byte packets
1 aaa.aa.194.126 4.302 ms 3.556 ms 2.936 ms [local site]
2 aaa.aa.193.254 4.259 ms 6.594 ms 2.483 ms [local site]
3 bbb.bb.160.101 5.014 ms 4.106 ms 2.099 ms [AS-b]

4 2zzz.zz.125.45 24.746 ms 42.293 ms 26.654 ms [AS-z]

5 zzz.zz.125.1 30.457 ms 24.889 ms 25.191 ms [AS-z]

6 2zz.2z.99.49 30.932 ms 31.533 ms 30.137 ms [AS-z]

7 22z.2z.99.29 35.117 ms 34.321 ms 30.482 ms [AS-z]

8 22z.2z.97.202 31.115 ms 31.173 ms 44.009 ms [AS-z]

9 202.249.2.777 21.019 ms 26.147 ms 22.944 ms [AS2500]
10 xxx.xx.252.166 35.173 ms 31.937 ms 30.762 ms [AS-x]

11 xxx.xx.252.134 31.359 ms 31.299 ms 33.547 ms [AS-x]

12 xxx.xx.252.9 31.197 ms 31.412 ms 32.204 ms [AS-x]

13 xxx.xx.185.21 35.864 ms 32.346 ms 31.822 ms [AS-x]

14 xxx.xx.185.2 32.339 ms 31.922 ms 31.872 ms [AS-x]

15 xxx.xx.187.102 33.181 ms 32.637 ms 31.393 ms [AS-x]
16 xxx.xx.263.121 39.263 ms 38.695 ms 41.299 ms [AS-x]

17 xxx.xx.1.33 39.185 ms 41.338 ms 38.980 ms [AS-x]

18 =xxx.xx.1.54 38.533 ms 39.429 ms 38.164 ms [AS-x]

19 xxx.xx.3.30 39.168 ms 38.933 ms 39.653 ms [AS-x]

20 xxx.xx.255.117 39.736 ms 39.257 ms 45.963 ms [AS-x]

21 xxx.xx.231.34 47.236 ms 48.477 ms 48.193 ms [AS-x]

22 ccc.cc.91.37 48.293 ms 48.694 ms 48.240 ms [ISP-c]

23 ccc.cc.91.2 51.389 ms 49.532 ms 48.876 ms [ISP-c]

24 ccc.cc.91.135 50.200 ms 56.709 ms 49.149 ms [ISP-c]

013 000OoooD
Fig. 13 Route after disconnection.
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Fig. 14 Example of route change.
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# 2000/04/20 8:00:00 started

traceroute to ISP-c (ccc.ccc.91.135), 30 hops max, 40 byte p
ackets

1 aaa.aa.6.13 5.517 ms 5.242 ms 0.687 ms [local site]

2 xxx.xx.6.95 6.029 ms 7.999 ms 12.226 ms [TOYAMA-IX]

3 ccc.cc.91.37 72.431 ms 82.557 ms 47.109 ms [ISP-c]

4 ccc.cc.91.2 55.417 ms 41.094 ms 45.266 ms [ISP-c]

5 ccc.cc.91.135 44.360 ms 43.731 ms 41.512 ms [ISP-c]

015 00 IXO0O0OO00
Fig. 15 Route via regional IX.
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