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Proposal of the Anonymous Handwriting Function of
an “On-Door” Communication System

NORIHISA SEGAWA,"? YUKO MURAYAMA,t HIROMI GONDO,tt
SHINJI YAMANEt and MASATOSHI MIYAZAKIt

Message board systems are used extensively over the world wide web (WWW). Most of the
systems provide users with communications using character codes, hence, they need to agree
on what codes to be used. Figures cannot be used as well. We have tried and developed a
whiteboard-type message board on the network and developed a message board system on
WWW for entertainment communications, which provides users with simple tools for draw-
ing. On this board, any message can be written by hand, making use of mouse and tablets.
Letters are coded as a collection of lines. We call this type of system an “on-door” commu-
nication system, and implemented a prototype based on our experience of the operation of
such a board on the door of a room in a graduate student hall of residence. Anonymity was
one of the factors for the success of such a system. In this paper we report an anonymity
of message on a handwriting media. Handwritten messages need to be readable even if we
remove any specific individual characteristics from them. We propose such an algorithm and
report our implementation. The evaluation of the algorithm is presented as well in terms of
user’s viewpoints.
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Fig.1 On-Door Communication model.
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Fig.2 Prototype system of On-Door Communication.
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Fig.3 Information drawing (encoding).
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Fig.5 Anonymity of information drawing.
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Fig.6 Algorithm of anonymity.
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Fig.7 Sample implement of algorithm of anonymity by
Java.

double xr =0;
double yr =0;

Parameter P;

Xr = nextx+ ((nextx -
*P.get());

yr = nexty + ((nexty - priviousy)* Math.random()
*P.get());

x = (int) xr;

previousx ) *Math.random()

y = (int) yr;

g.drawLine(priviousx,priviousy,x,y);
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Fig.8 A part of source code of algorithm of anonymity

by Java.

3.3 0O O
JddooOoUooooOJavadOOoOooDODODOO
000 10000000000000000
O70000b00O0ObOOo"00o0ooobOoobo
goobroO0o0O0OO0oO0bO0obDOobODbOOoOobobDOon
ooooooooooo()oooooooooooo
(2)00ooooooooOoo
os8sboobrbbOob0Oo0oboooobooobooo
00000000 O0x,yOOOOO OOnextx,nexty O
000000 10000000 dpreviousx,previousy
01d000o0o0oooooobooboOobOobooo
0000OOo0OooooobDobDOo0n xeyyrddoo
goooooooooooon
Jo0oooooooOooooooOoooooooDo



Vol. 43 No. 3

OO00ooob0O0O01064bit00000000C0ODO
O000000ooUOo0oooooooooo Paget()
goooooooooooooboi3oooooooon
0000O000Peget0 0000000 POOODOO
gboooooboo

4. 00000000 O0OoOOon

ooooooboooboobooooobobooooo
goooooooboooooooooboooooo
gobobooboobooooooboooooooooon
goooooooooobooobooboobobooo
goboboobooobooooooooooooobooon
gooobooooooboooooooooooboooboo
gobooooooooboooooooooooboooo
gboooooooobOoooobooboooobooooo
goooooooboooooooobobooooboon
goooooooobooboooboooooooo
gboooooooooooooboboocoobbooan
gooooooboogoooo
4.1 00000000
oboooobdooo2z100000000000
gobooboboboooooboooobooboooooboooo
gobooooobooooooooboooooon
ooboooooooooooooooooo
(1) 0DOODODOODOODUOODOODOOOOOOOO
goooboooooooooboooobooobo
gooooobooobooooooooo pOOol
ub 200 0100000000000
(2) 0ODOOOOOOOODOOOOOODOODOO
oooooooooooooobooooboog
goboooooooooooobooooano
goooooooo
(3) ODOOOOUODOOUOOOUOOOOUODODOOD
gbooboooooobooboobooooooo
goobooooooooboooobbo
(4) (2)0(3)b00O0oOoOOoOoOOPOoOIOO
20000000000000
gooooobooooooobooooooobooa
gbooooooooooobobobooooooboo
gobooooooobooooooooooooobooo
goooboboooobooobooboboooooboboo
gooooboooooooooobocoooooooon
gooooooo
Oo0o0o0ooooooOooooobooo pOODOOO
gboobooooooobOoooOoboboooooooon
OprpOO0OOOODODOOODOOODDODOOO

gooooooooooooono 819

09 000000000 DOODODODOO0ODOODOOOOOO
0OPOOO 200000
Fig.9 In case of parameter P = 2.

gooboooooooooobbooobooboobo
gooobobboooooooogoooooooo
joooo9muooOoUoUoUoouo pObCbCDbOOOO
goooobooboobooobobboboooo
gooobooboboooooooooobooboo
goboobooooon
gooboboooobooboobo
gioboboOoOo2210b00b0bo0obobobodg
00210001 0000000 EOOOOODDO
gooooooooobboooobbooobobog
00000000000 oooooooon 95%00
gooooboOooooobobooooobooboobooo
goooo
gooooo1i10000bo0oobo poboobO
gobooooobO0oooooboooobooooboog
oooooooooooo@)oooooooooo
00000 (2) nonce (0 <nonce <1)0(3)0000
OPOOODOO0O0OOOOOOOnonce0dOOO 1
oooooooUooo(l)ooooooooooo
0000 3)ooooU pPOUODOOUODOOOO
gooo
0o0poOoO0 pO0DOOOOOODOODOODOOO
goooooo0ooobooobobooooboooo
goooo0obOo0oooobobooobooboogoo
gooooooooooObO0o0obOoboooooOoo
goobooooobboobooboobbbobooooo
gbobooooboboooobobooobboooo
goboooobooooooooboooooboonon
gooobooboooooooboobooobooboobooo
gooooo
gooooo0oo pO 17000 18000013
0065%00000000000000000000
OO0 EO10D0DOO0 2000000000000 P
00dd 14019000 10D0000DODO0OODOO



820

Mar. 2002

gooooboooo
IS5 A—HP
0.1 027030405 06 0708 09 10 11 [12[13[1415[16[17[18][19][20]Zt
A O 1
B OlO|O1O 4
C O 1
D OO 2
E 0
F ol Kol NeN e 4
G Ol1O1O 3
H ol10 2
1 OO 2
fo J OlOl1O1010O 5
& K [ol el e 3
# L [} Kol Ke) 3
M olO 2
N o110 2
0 [Ol @) 2
P OlO1OIO[O]O0O 6
Q (el ) 2
R OlOlOlOlO]O 6
S olololololololololOlOlO|OIOlO[OIO]O[O]O]20
T OlolOololololOolToTOoTOTOTOTOTO 14
U Ol O OO0l O 7
GatE~ASR]l 2 |2 {2 222122 ]2]2]2]2]4|8[9[9]|13[13|]9]2
[ OB ENERILL 7= & HITL 71 |
WEREDERILL 72 LHIET L 2B OMOF= 43 SWEREIC L BT A—FPONEFY= 139
i RE= 4.67 TR A= 0.692358

010 O0DO00O0O0O0oooo
Fig.10 The result of an evaluation experiment of writers.

#EF A B C D E F G H I J K L M N
Eb S-S No.1 | No2 | No3 | No4 | No5 | No.6 | No.7 | No.8 | No.9 | No.10| No.11|No.12| No.13| No.14
A ® [ ] O ® [ ] [ ] ® ® [ ] o [ ] [ ] [ ]
B [ ] @] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] ©)
C [ ] [ ] [ ] [ ] [ ] ® [ ] [ ] [ ] [ ] [ ] [ ] [ ]
D [ ] [ ] [ ] [ ] [ ] O [ ] [ ] o [ [ ] [ ] O
E [ ] [ ] [ ] [ ] [ ] [ ] O [ ] [ ] [ ] [ ] [ ] [ ]
F [ [ ] [ ] [ ] @] [ ] ] [ ] O [ ] [ ] [ ] @)
tHhERE G O [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
H [ ] [ ] [ ] O @] [ ] [ ] [ ] @] O [ ] [ ] [ ]
1 O [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] O
J ® [ ] [ ] ® [ ] @] ® [ ] [ ] ® O [ ] ®
K ® [ ] [ ) [ ] [ ] [ ] [ ] @) [ ] [ ] [ ] @) [ ]
L [ ] [ ] [ ] [ ] O [ ] [ ] [ ] [ ] [ ] [ ] O [ ]
M O [ ] [ ] O [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
N O [ ] O o [ ] [ ] (] ] [ ] o o @) [ ]
EMNITT AEE (%) [3077] 0 |1538[23.08(23.08|7.692|7.692(3077| 0 |1538]7.692]|1538]15.38|30.77
755 A —4P 1 17 ] 18] 14| 2 18 1.7 14 ] 19| 16| 16| 18] 17] 16
O FEFHHETHE |4EE % 325EE DOF (%) 15.93406593 TR 10.65
@ & X FHNEEARE

goooooooooboooobobooboboDoDbDboOo

011 0OO0O0OOoOooooooo
Fig.11 The result of an evaluation experiment of readers.

oooooooooobooooon

ooobooobooooooboooooooboooboo (2) ODOOODOUOOOOOOOODOOOOOOOOO

ooboooooooooooooooooo
goooboooooooooooboooboo

(1)

gooooooooobooboobobooooooooo

ooooooopPOOOOOOODOOCODO

goooo 0000 pPOOOOODOOOODOOOOO
4.2 JO00O0O0OOCOOOOOOOO0 (3) UDOOUOOOOUOOUUOODOOOUODOOOO
oooooobooooobM40O0000000000 ooad
gooboooooooooboooooooobooooboo (4) 0UDOOOOOUOOOOOODOOOOOUODOOO
ooooad obooooooooooooboboooooon

obooOoooooboooooooooooobo
gooobOooooooooooooooobooo



Vol. 43 No. 3

LEYD/ST A~ FPOF il 1.65

AEERD, SROFEL Y EWEII B 58T A~ YPOPHfE | 1S

A, 2RO TS D IRWEII B 589 X~ FPOFE | 1.73

AT, WA —GIRRE RTIUES FRHET L HAORME | (4
E D BEWEINI B /59 A~ FPOFYfiE i

Lk, WERE D IR E RTCE I FARET SHE0REE | | 44
Ok ORGSR B 5755 X~ FPO T )

012 000DOO0OO0O0OO0O0O POOD
Fig.12 Relation between the rate of recognition and

parameter P.

000000000000D000000000
0000000D00000000000000
000000000000000000000
ooooo
00000000000000000000000
00000D01400000000000130000
000000000000000000000000
0oo
0000000000000000
01100140000000000000000
000000000D00000000000000
000D00000000(@MO00000000000
0000)/(000000) x 100000000140
00000000000000 15.9%0000000
000000000000000000000000
10°000000000000008%000000
000000000000000000000000
000000000000000000000000
0o0oo0o0Ooo0ooo
01200000000000000PO0OOOO0
00000000000000D0000000000
0000000000 POOOODOOOOOOO
00000 0200000000000000000
000000000000000000000000
000000000000000000000000
PODOODODOO0OOO0OOODOOOOD 0140000
000000000 PODOOOOOOOOOOOD0
00000D0000000000000000000
000000000000000000000000
00000000 D000000000
43 00000000000 O0O00OO0
20000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000

Y 0000000000 000000000000000000
ooooo

gooooooooooooono 821

000000000000000000000000
oooooo
4.4 00000000
00000000000000000000000
oWooooooooooo
000000000000 00000000000
00000000000 0000000000000
000000000000000000000000
0000000000 00000000000000
000000000000000000000000
oooooooon
00000000000000000000000
0000000D0000000000000000 85
095%000000000000000000000
00000000000 0000000 OOo OO
0d?000000000000000000000
000000000 00000000D0000000
000000000000000000000000
oooog
00000000000000000000000
00000000 0000000000000000
0000000000000 00000000000
000000000000000000 6000900
0000000000000 00000000000
000000000000000000000000
0Oo00000000000000000
000000000000 00 WWwOoOoooo
JavaDODOODOOOOOO0ODOO0 0000000000
000000000000000000000000
000000000000000000000000
00000000000000000000
00000000000 000000000000
000000000 00000
00000000D000000000000000
0000000000000 D00000000000
ooooo
4.5 0000O00O0DOODOOOOOOODOOOO
ooooog
000000000000000000000000
000000000000000000000000
oooooooooooo?o
00000000000000000000000
000000000000000000000000
00000000000 0000000000000
000000000000 000D000000000
0000000000000 oooooo



822 goooooooo

5. 0 O0Q0ad

000000000000 O000 0biometrics OO
0Oo0OO0000oDooo®®o00000000o0
000000000000000000000000
OOsecurity 0 0000000000000%Y0

00000000000 00ooo*®oooooon
00000000000 0000000000000
0000000000000D00000000000
0000000000000 Ddigital pseudonym 4
0 anonymous message broadcast B gpooooo
0 00 0Odigtal pseudonym OO0 000000000
0000000000000 00000000000

0 10000 0anonymous message broadcast 0 0 O

000000000000000000000000
000000000 100000000000000
00000000000 D0000000000000
O Otrafficanalysis0 0000 00000O0DOOO0O
000000000000000000000000
0oo0ooO0oooo

00000000 100000000000000
000000000000000000000000
voice scrambler 00000 200000000000
000000 ¥oooooOoDO0OO0000O0nooo
0000000000000 0/000000000
0000000000000 D0000D000D00n

gooooooooboobooooooooooboogoo

6. 0 0O O

uoooooooooobooooobooobooooo
gooooboooooooboobbooooooooo
gboooboooooooboooooooooooboo
gbooooooooboooooooobooooooooboo
OJava0 0000000000000 DOODOODOO
goooooooooooooboobooooooDoobo
ooooo

gooobooooobooobooooobobooooo
goboooboooooooooobooooooan
goooobooooo

uboboooobooooooOobOObOOoOooOooo

o0 200000000000000000000
gbobooooooooobooobooooooboobooo
goobooooooooooooooobonoooon
obooooooooooooo 2000000000
goooooooooOoooobooboOoooooooon
goooooooobooDbOoDo

Mar. 2002

goobooooooooooooooooooooo
goooboooooooooooboooboooooo
goobooooooobooooooooobooo
goooooooboooooooobobooooon
gboboobooooooooboooobobooooo
o0 OoOoOooooooooooobooooo
gobooo0oobobO0ooboobOooooooboo
goooboooooobooooooodoooooboon
gooobooooooboooobobooboooa
gooooooooooooooooboooaon
goboobooboooboboooboooobooooonon
ooobooocoooboooooobocooboooooon
ooo

g o o o

1) 000000ODWWWOOOO0OoOOoooooo
000o0g DICOMO’99 OO0 O O pp.339-344
(1999).

2) Segawa, N., Murayama, Y., Nakamoto, Y.,
Gondo, H. and Miyazaki, M.: A Message Board
on WWW for On-Door Communication, Pro-
ceedings of ACM Multimedia ’99 (part 2),
pp.187-190 (1999).

3) Murayama, Y., Gondo, H., Nakamoto, Y.,
Segawa, N. and Miyazaki, M.: Vusualization of
Time in a Message Board System on WWW
for On-Door Communication, Hawaii Interna-
tional Conference on System Sciences (HICSS-
34), p-20 (CD-ROM of Full paper), IEEE Com-
puter Society (2001).

4) 00000000000 UDOUOOUUDDO
Vol.58, pp.2-6 (1994).
http://revir.cc.yokohama-cu.ac.jp/work
/anonym/ANONYM.html

5) 2000000 http://www.2ch.net/

6) 00000000000 0O0OOO0DDOO0ODOO
goooooboooobboobboobbboo
00000000000 0O0FS2000-10, pp.9-14
(2000).

7) Pankanti, S., Bolle, R.M. and Jain, A.: Bio-
metrics: The Future of Identification, IEEFE
Computer, February 2000 (2000).

) J0UUULODUULDUUULUDUOLUDOO
gooooz20000000000000000
000000 SCIS200000 SCIS2000-D6, pp.1-8
(2000).

9) Signature Verification, Cyber SIGN Inc..
http://www.cybersign.co.jp/tech/syogo.html
020010 1000000

10) 000000000 2100000000000
00000 12200000000000 (2001).



Vol. 43 No. 3

http://www.osaka-gu.ac.jp/php/
miyaoka/elpr/essay/tsumagari.htm

11) Rejean, P. and Srihari, S.N.: On-Line and Off-
Line Handwriting Recognition: A Comprehen-
sive Survey, IEEFE Trans. Pattern Analysis and
Machine Intelligence, Vol.22, No.l, pp.63-84
(2000).

12) 0000000 O00OO0ooOoOoooooooo
goooobo0obobbooobobooooboo
000 WISS2000 CD-ROM (2000).

13) Chaum, D.: Security without identification:
Transaction systems to make Big Brother ob-
solete, CACM, Vol.28, No.10, pp.1030-1044,
(1985).

14) Kahn, D.: The Codebreakers: The Story of Se-
cret Writing, Revised ed., Scribner, New York
(1996). Originally published in 1967.

15) Schneier, B.: Applied Cryptography, 2nd ed.,
John Wiley and Sons (1996).

16) Diffie, W. and Landau, S.: Privacy on the
Line: The Politics of Wiretapping and Encryp-
tion, ch.3 and ch.9, MIT Press (1998).

17) 0000000000000 Opp.36-43 (1997).

o0 Oo0Oooooooooo

00000013000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000Y0

n00000000000000000000 &
0000000000000000 g(nk) (0<
n,0<k<n)00000O0g(n k) 00000000
ooo

g(n,n) =1 1)
g(n,n—1)=0 (2)
9(1,0)=0 3)
9(2,0) =1 (4)
g(n,0) = (n—1)-{g(n —1,0) + g(n —2,0)}
(3<mn) (5)

g(n, k) = »Ck - g(n — k,0)
(1<k<n-2) (6)

0O ()oooooooooooooooooooo
goooodo 1goboobooo

0O (2)00n—-1000000000010000
goooouoooooooboooo

0 3)001000000000O0Uoooooo
gobooobooooooooooooo

0 4)00200000000000000000

200000000000000D0OO0DO0OO0O00O0ODO

gooooooooooooono 823

1000d
0O (G)D0np0000000D00DOO0OO0ODOODOO
ooo0dO0m—1)-g(n—1,0)00 (n—1)-g(n—2,0)
oooooo
0((6)00n000000000kKkODOOOODOO
ooooooooO kooogooooo ,Gpe 00000
000000000 g(n—k,0) 000000000
ood
nO000000O0nO0O0O0O0COOO0O0COCOO
00 20000
ob00wBooO0o0o0oo0o0O0O0000k0000D
00 p(k) O

(D" — (7)

oooo
ob01obo0oboboi10oo000oboooobooobobo
O00O POOD (nOOOOODOODOOOO

13 k 113716 1
=> w2V
k=1 m=0
1
— 8
13 ()
Jdodooooooogoooo 1oggooao
000 13000000oooooono ggd
1
F=P-13=—-13=1
3=13°13 (9)
gooo
(00130 40 6 000)
([ID 130 120 ISDDD)

g 0 0O

goooboooooooooobooboooooo
goooooooooooboooobooboboooon
goooobOooooooooooboooooboooon
goobooooooobobooobooooooooo
goooodooooooboooboooooooooo
goboooboooooboooooooooobooooo
ooooooooooooobooooooooon
goboooboooooooooooboooooooo
gocsecOoOoOoOoooOooobooooonoono
OCcSsecooooOoO OO0 Oo0OO0



824 goooooooo

o0 0ooboooooboo

obd4600000 90 3000
gooooooooooooooon
ooooooobo400000000
goooooocooooooooon
Omoo10400000000
ooooooOooooooooooboooooooo
gooboooooooobooooooooooooo
OOO0OIEEEDACMOOOO

Oo0 Oooooooo

OooDooDoDOo0oOooooooono
godoooboooooooon
00000 oooOooog 590 Uni-
versity College London 00000
gobooboboooboobooo
2000000000000PRDOODOOOOOOO
g0oOo0obOobooobOoobobooooouogen
4000000000000D0O0DOO0DOO0ODODOOg
g1o0400000000000000000O00O
gooodooo0obooooooboooooooono
000000000000 UOIEEEDACMODODOO
Joo00dooooooooDoooooOo oroooOo
gooooooad

o0 OobOooooooo

ob0s5100000 130000
oooooooooooooooon
gooooooooooobooo
goooooooooooooan
gooooooooooooooon
0o00o0oooo0oooooooACMOOOOO

Mar. 2002

00 Ooooooo

o04000000000DO
oooooocsKoooooo 80O
£y goobooooboboooboon
gooooobooo 1200000
goobooooboooobooo
00000000 moo 12000000000
gooodboooooobooboooooboooo
J0odoodopoDOooooOobbooobooooa
0000000000000 0O0oOODooO0 Duncan
Langfordd Ed.O Internet Ethicsdd Macmillan PressO
2000000000000 00DO0OD0WDODOOD
200000 0 O O CPSROACMOIEEE Computer So-
ciety 0 OO

o0 ooodoooo

19380 0019620000000

ooooooooooooooo
s ooobocoooooooooboooon

ooooooooooooooo

‘ - - gooooooooboieeso 400
goooooooooooooooboboboomoo
gooo0omn200000000000000000O
goooooooooirobmooobooooooo
gobooooooooboooooooooooooo
gooooooooooooboooocoooooboo
goobooboooooooobooooooooooooon
gooooooooooodooooooobooooboboo
0000000000000 0ACMOIEEEODOOO
goooboobooooooboboOobooobooobooo
000000000UNIXOOOOO0mooooo
obomooooooobomooooobooooono




