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Alibi Establishment for Electronic Signatures

SEIICHI SUSAKIHtt and TSUTOMU MATSUMOTO

Recently, there is a remarkable tendency oriented toward using electronic signature technol-
ogy for business. In the electronic signature technology, it is assumed that only the person in
question can use a private key of each entity. However, such assumption might not consist of
various factors such as the theft of a private key and the progress of various technologies. In
such a situation, the attacker can easily forge an electronic signature of another entity. Then,
we propose “Alibi establishment mechanism for electronic signatures”. We can distinguish
valid signature and forged one with the signature log file, which is stored safely in a tamper
resistant module. We also propose two technologies, “Hysteresis signature” and “Signature

history intercrossing” to be strengthened the evidence of the signature log file.
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Fig.1 Loss of evidence by the technological innovation.
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Fig.2 Factors which electronic signatures are forged.
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Fig.3 Basic idea of alibi establishment for electronic

signatures.
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Fig.4 Hysteresis signature scheme.

(2) DOUOOOODOOOOO
gobobooobOoboboooooooooooon
ooooOoooooOooogono socoooooog
goooooobOoobobOoooboDg K O
000000000000 DooO00d True/False =
Verifyr,(S)0OOO
gobobboooboooooboooboooooaan
000000O0O0o0oOooDoooooooo SO
gooooobooobooboooobooooooboon
0000000000 U00oO0o0O True/False =
Check(S',Hrin) (n>0) 00000000000
00000000 $00000000000000
goooooooobooboobobooooooooon
0S5 0000000000000000000000
Hrin)OOODOOOOOOOOODOODOOOOO
gooooboboooooboboooooooooooo
3.23 000O0OOOOOOOOOOO
Oscar00 0000000 TOOOOOODOOODO
Alice00000O0O0O0ODOOODOOOOOOODOOOO
O0000Akee00DOOO0DOOOODOOOODOOO
00000000000 oooOooo Too0og Alice
gooobooobooooooooooooooobbo
goooooooobooobooobooboooo
00 7T000 Aliece0DO0OOOO0OOOOQOODOO
gooooooooodooad
gobdoooboooboboobbooboooooooo
gobooooobooobooboooooooboooooo
goboooboooooooboooooooooobooobo
gboooooobooboobooooobooobooboooon
gooooooboooooobooon

33 0000
goooooooobooooooooboboooooon
gooobooos0b0b0b0bOooobooobooon



Vol. 43 No. 8

IVTATABDERE IVTATACOEBLERERE

L 1 e nomes
: ]\ I — ;
I \ \ -
[ = | 11
: /1]

\ \ \ | ‘ |
= —— I
-/5
1 1

IVTATADD: &) IVTATAED 3

05 0000

Fig.5 Signature history intercrossing scheme.

gooooooooooboobooooooooooon

ooooooooooo
goooooooobooboooboboooooo

gooooboboooooboooooboooboDo

goooooobooobooobooboooon

e HIOOOOOOOOOOOODODODOOOOO
oooobooooooooooooooobooaod
goboooooboooooooooooon

e JOODOOOOOOOLODOODOODOODOOOODO
goboooobobooooobooooooboooooo
ooooooooo

gboboooooooooobooooooooooboo

gooooocoooo

4. D0000O0O0OOooooobOoooooon
go

goobobooooooboboboooboboboo
gooooooobooboboboooobooooo
gooo
4.1 O 0O O
Sign() : 0000000000 OOOUOODOOOO
Verify(): 0000000000 0OOOQOOOOO
oa
R(): D0DO0OD0DOODODO
A|B:200000 AOBOOOOOODOOO
K, : Alice00O0O0O0O0O
K, : Alice000D0ODODO
n: Alice0 00000000000 DOOOODOO
IV . 0000
M, : nO00000D00O00O0O0O0OOO
S,:n 0000000000000 00O000O0
R, . nO00000000O0O0ODOODOODOOO
H,:nO000O0O0OD0ODOOOODDOODOODOOODOO
gdoooodl10000 nOOODOOODOOO

000000000000 0000000000000 2387
St | My | B(Ry) | Siga(h(M,)I0(R,,)) |
Ry | nv) [ n(R,y) | sign(h(M,0)I0(R,,)) |
Hn-l ‘ Hn-Z ‘ Rn-l ‘

Se | M, [ mRy) | sig(n(M,)in(R,.)) |
R, | nMy | h(Ry) | Siga(h(M,)IN(R,)) |
W, [ u, | R, |

06 ODO0OOO0OOO

Fig.6 Chaining signature scheme.

0000000000000000 M
42 00O0O0DOOO
000000000D00000000000000

000000D0000D0000D0 600000000

00000r,O000000000000000 n—1

000000000000000 R,, 000000

00000000000000
Alicedl n000000000000000000

S, 000000000000000000 BobOO

000000000000000000000000

000000000000
0000 100000000000
(1) 000000000 M,000000 h(M,)

0ooooo
(2) 00D00O0O0OOOOOOO H,,000O
0000000000 R..; 000000
MR, ;) 0000000000100000
00000000000000000000
0000000 A(R,,) 00000000
Ivooooo
(3) (1)0(2)00000 200000000
0000000 h(M,)||h(R,—1) 00D
0000000 Ks 0DDOOODOOO
0000000D000000000000
Signi, (h(M)|h(R,_1)) 000000
(4) 0D0DO0DDOOOO0 M,000000000
0000000 h(R,.,)000000000
000000 Signk, (h(Ma||h(R,_1)) 00
000000000000000000
Sn = Mp||h(Rn-1)
| Sign. (h(Mp)||h(Rn-1))

gooooo



2388 goooooooo

0000 20000000000
(5) 20000000 h(M,)Oh(R,_,)0000
00000000 Signk, (h(M,)||h(Rn-1))
000000000000
Ry, = h(M,)||h(Rp—1)
|Signc. (h(Mn)||h(Rn-1))

0ooooo
(6) DODODODOOOOOOO H,,0OOODO
000 R, 000000000000

H, = Hy—1||Rn
DoOoooooooo
0000 300000000000
(7) D0OODOOOOOOOOOOOO S,000
00000000000 M,000000
h(M,)DOOOODO
(8) (7)000000D0O0OO h(M,) OOODO
0000000000000 S, 00000
00000 A(R,—1) 00000000000
000 Signk, (h(M,)||h(Rn—1)) O O Alice
00000000000000000 K, O
0DO000000000O000
h(My)[[h(Rn—1)
IVerifyr, (Signk, (h(Mn)||h(Rn-1))
0000
0000000000000 0000000000
0DO0oooo
Sm = Mp||h(Rm-1)

[Signi. (h(Mm)||h(Rm-1)) (1<m<n)
000000000000000000000000
000000000000000000000000
000000000000000000000 OKO
000000000000000000 Alice00O0
0000000000000 00000000000
000O0Akee0 000O0D0O0OOOOOO H, OO
000000000000000000000000
ooooo

Ry = h(Mp)||h(Rm-1)

1Signi, (h(Mm)||h(Rm-1))
000000000000000000000000
00000000 H,OOOOODOOOOOO0OO

000000000000000000

0000 40000000000000
(9) 0O0DODOOOOOOOOOOOO S,O0O0O
00000000 H,O0OOODOOO0O0O00
0 R, 0O Alice0 00000 K, ODOODO

00000000000000

Aug. 2002

:

07 0OO0O0OOOOOO
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