BB SARERES
IPSJ SIG Technical Report

OpenFlow & /™=

Vol.2015-10T-28 No.3
2015/3/5

— 3Ry b2\

SSH v 7' A v BRI TR DS & B

e st

= :

ffs BAL

PEHESEMEICREINZ LI, EEA VY =2y b D77 ATERBLELLTED, 2Tt
o THHEEPSEDVE—FT7 7R ADZ—ADVHEHE-S>TVS, ZOLI)BEAICEISFHINSGFERD
1212 SSH 3% %508, NA7—FEHOBFIZFMHL L9 &% SSH ~OBEIIH Ll k\w». 22T
SSH %= N"~"DOKEZH1IET % L & big, WEEDEHZBZHE L 3579, OpenFlow & SSH /N=——
Ry b ZFH L 2KEG L PEEZIRET 2, AT, SSHY—NITHTET7 72 — v 2HHRBZ
ik THEEZBEHEL, WEE»LODT7 7R A% SSH N —Ry bANLFET 3,

Design and Implementation of an SSH Server Protection System
using OpenFlow and Honeypots
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Abstract:
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Variety of Internet access methods, typically via mobile networks, are available these days. This makes it
easy to access remote servers reside in user’s internal networks from outside. Although SSH is one of the
most popular access method in such a situation, SSH servers are always under attack by numerous brute
force cracking attempts. This paper describes a novel technique to protect SSH servers using OpenFlow
and SSH honeypots. The system examines the access pattern of a user and when it concludes the access as
cracking, the traffic is redirected to an SSH honeypot to protect the SSH server.
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cookie=0x0, duration=67.574s, table=0, n_packets=333, n_bytes=29197, priority=3|

,ip, in_port=2,nu_src=| actions=set_field:08:00:27:73:03:e0->eth_dst]

,set_field: H>ip_dst,output:3

cookie=0x0, duration=67.574s, table=0, n_packets=185, n_bytes=11100, priority=3|

,ip,in_port=3,nu_src= actions=set_field:08:00:27:fc:c9:00->eth_src,
->ip_src,output:2

B5 7a—5—7)

BHIA Yy 2= %%ZFCay bu—77% OpenFlow A
Ay F iR LZz7a—2y MY 2B 51218, cookie=
TIHRELHTD L DDy PYZRLTED, HFXU Y
WBEED7 4 =NV 0ok s, BHET27 44— )L FOEIK
ZRITRNT,

priority 780 —xI Y Y OELE

in.port X7 v FEEZEFLLK—L

dl.dst HTHEMAC 7 FL A

output 37 v F X TREYHELR— b
set_field /37 v b~y FOEEZEELZDHDIC
HEHZ D

X 512BI2REBD 278N —Ky bAFEET 2720
Cavre=338ML7e—2r Y THS, 95
2200DIY MY TR, WEENPSGELNTEL Ty b
IZoWT, HTHIP 7FLRA%Z SSHY—"DIP 7 FL
AD 6 SSH N=—HK vy I (SHP) DIP 7 FL RICEH &
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ABT7 7 avERBELTWS, £, KEOZV YT
1%, WIZSSH N=—FRy P o KEEAKOSNL Ty
FIZDWT, RETLIP P FLA%Z SSH A=Z—Ky FD Y
DH>6 SSH ¥ —3 (SSH SV) Db DNEESHZ 2 K9
HELTW3,

7u—xv b)Y OBEMET#ICZNZE N SSH 12X 39—
NADT 72 A%fTo 7458, SSH 3 —"~\D7 72 AH
SSH ==Xy bALYIh DD Z EPHERTE .

6. HOHIC

AKX TlE, Openflow £ N=—XK vy F%ZH\/ SSH 1
74 v BER IETFHRICOWTREL .

SHROFEL LT, HiErmRIE, EREICET ST
A+ 2L CTHEBRHAL— L DI85 X —F DM % kst
L, Fa—2v 727> TEEZED 5 2 L0, KBED
TENCBIT 2 MGEHEREZINEET 2 2 L3 f o,

SEH
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