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Improving User Authentication Based on Keystroke Intervals
by Using Intentional Keystroke Rhythm

YASUHIRO OGOSHI,t AKIRA HINATA,*2 SADAKI HIROSE!
and HARUHIKO KIMURATf

In this paper, we propose an improvement method of the authentication systems based on
keystroke intervals using intentional keystroke rhythm. In the previous authentication sys-
tems based on keystroke intervals, user was more exactly discriminated by the speed of each
keystroke in addition to the user name and the password. However, they still have a problem
that an authentication might be difficult when the speed of each keystroke was similar to the
other person’s. We solve this problem by making a rhythm keystroke to each user at the time

of the authentication.
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.1 Keystroke intervals of beginner group.
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Fig.2 Keystroke intervals of expert group.
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Fig.3 Result of the authentication for beginner group.
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Fig.4 Result of the authentication for expert group.
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Fig.5 Result of the authentication for expert group

(added the information of full name).
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Fig.6 Keystroke intervals (usual keystroke).
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Fig.7 Keystroke intervals (using intentional keystroke
rhythm).
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Fig.8 Result of the authentication in usual keystroke.
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Fig.9 Result of the authentication using intentional
keystroke rhythm.
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Fig.10 Result of the authentication using intentional
keystroke rhythm (the rhythm leaked out).
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