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A Study for Some Experiences of the Operation of
Highly Interactive Decoy System

Y OSHIHIRO SHIBUYA,t HIDEKI KOIKE,t? TETSUJI TAKADA,s
MICHIAKI YASUMURA™ and TAKEMOCHI ISHIIts

With the rapid increase of the number of Internet users, now network use is indispensable
to individuals and to organization. Although Internet provides us various services and our
lives depend on it heavily, we have many problems of suspicious accesses. However, there
are few opportunities to recognize what an actual exploit is, and it is difficult to recognize
of the security, that is not visible. In this paper, we deployed a decoy system based on the
highly interactive level Honeynet Project has defined. This system enables to be decoy on
the OS level, making intruders act freely without restriction. It records not only the known
activities, but unknown vulnerabilities and activities without being notified by the intruders.
Currently, the concept of highly interactive level decoy system is new, the information in these
system is not fully available. From these references, we have conducted an operation of the
system, while adding some new features that were necessary. By analyzing all the logs from
the system, we describe problems and propose the suitable operation methods.
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Fig.1 Hardware architecture.
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02 O000oOOobooodg
Table 2 Term of operation.

0o | oo
2003/4/21 11:32-5/2 7:22
2003/5/9 18:54-5/21 7:52
2003/5/31 20:20-6/2 10:02
2003/6/10 17:19-6/11 9:45
2003/7/3 16:00-7/14 8:24
2003/7/14 9:27-7/30 9:33
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Table 3 Time and opening services until attacked.
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HTTPS
2 100 FTP,Telnet,SMTP,HTTP
2300 260 HTTPS
3 16 0 FTP,Telnet,SMTP,HTTP
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HTTPS
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HTTPS
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Table 4 Attack and downloaded tools.
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From: root root@localhost.localdomain
To: wooxxidyahoo.com

*** Uname —a:
**% Inet Info

inet addr:127.0.0.1 Mask:255.0.0.0
— PR -
*++*Passwd:
root:x:0:;0:root: froot: /bin/bash
--- CPRE ---
***Ghadow

- LITHEE -

Subject: Linux localhost.localdomain 2.4.18-3 #1 Thu Apr 18 07:31:07 EDT 2002 i686 unknown

Linux localhost.localdomain 2.4.18-3 #1 Thu Apr 18 07:31:07 EDT 2002 i686 unknown

inet addrxxx.xxx.xxx.xxx Beast:xxx.xxx.xxx.xxx Mask:255.255.255.248

root: HBbpsx02dN4WXGIK.a3iu0:12212:0:99999: 7: ::

03 0JooOooooooooon
Fig.3 Mail of system data.

18:03:12-2003/07/24 [501:bash:16213:pts:0]w
18:03:22-2003/07/24 [501:bash:16213:pts:0]skill -kill pts/0
18:03:32-2003/07/24 [501:bash:16213:pts:0]w
18:03:38-2003/07/24 [501:bash:16213:pts:0]ls
18:03:41-2003/07/24 [501:bash:16213:pts:0]cd /var/tmp
18:03:45-2003/07/24 [501:bash:16213:pts:0]cd 1
18:03:47-2003/07/24 [501:bash:16213:pts:0]./x

02 00O00000O0O0bO0OO0OO0O0o0O0O0o0o0
Fig.2 Checking login account and forcing log-out.
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