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Proof Hiding in Interactive Proof-carrying Code
and Its Applications

YASUYUKI TSUKADA'

Proof-carrying code (PCC) is a promising new mechanism that can protect computers from
unreliable and possibly malicious foreign programs transmitted by untrusted hosts. One prob-
lem with PCC is that safety proofs carried by codes are inherently complex and often larger
than the codes themselves and hence proof checking would be an intractable task for each
code consumer. This problem was solved by extending the simple certification mechanism
of PCC to make it interactive and probabilistic. Another problem is that safety proofs are
open and can be used by stealth. To solve this problem, the present paper proposes the use
of zero-knowledge protocols, with which proofs in the interactive and probabilistic extension
of PCC can be hidden. The proposed mechanism is shown to have a potential application
to the proofs-as-copyrights interpretation. In other words, the proposed mechanism has an
advantage in that it not only efficiently ensures “safety” (which is requested from the code
consumer’s side) but also guarantees “copyright” (which is important for the code producer’s
side) at the same time.
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Fig.1 Abstract framework for interactive proof-carrying code.
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000 Pre: | rp:int+int*int A ro:int+int*int A r3:int-+intx*int

LD 1‘4,4(
LD rq, O(
LD r5,4(rz2)
LD raz, O(
LD rg, 4
ooooog g re; 4(

BEQ r1, Lo
L, BEQra, Ly
Ly, BEQ r3, L.
L. RET

% 0000

r1) % 00000 r+400000000 ry 0000

ry) % 00000 r, 00000000 r, 0000

% 00000 ro+400000000 rs 0000

r;) % 00000 r, 00000000 r, 0000

rs) % 00000 rs+400000000 rg 0000

LD r3,0(r3) % 00000 rs 00000000 rz3 0000

%0000 r, 00000000 L,000000000000000000
% 0000 ro0 0000000 L,000000000000000000
% 0000 rs0 0000000 L. O00000000000000000

000 Post: | sel(ry)+sel(rs)+sel(rg):int V sel(rs)+rs:int V sel(rs)+rg:int V rs+sel(rg):int V rg+rs+re:int

02 00ooooo
Fig.2 Example of a program.
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1 1 1
A4 = Z Z Z (X14+X2+X3)(X1+(1-X2)) (X2 +(1-X3)) -
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Fig.3 Example of a protocol execution for interactive proof-carrying code.
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Fig.4 Example of a protocol execution for zero-knowledge proof-carrying code

(which contains only the differences from Fig. 3).
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