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Impact of the Key Self-compromise Strategy in a Bargaining Game
The New Problem Affecting Application of Digital Signature Technology

KUNIHIKO MIYAZAKI, 12 MITSURU IWAMURA, 13
TsuToOMU MATSUMOTO,* RYOICHI SASAKI,?s HIROSHI YOSHIURA,¢
TAKESHI MATSUKI,” YASUO HATANO,* SATORU TEZUKAf!
and HIDEKI IMAT#2

In application of digital signature technology, a signer needs to manage his/her private key
safely. Keeping the private key safely is seemingly profit for the signer him/herself, but this
may not true in certain situation. In this paper, the case where the signer is an obligor who is
almost crushed by debt is mentioned as an example and we point out that self-compromising
the signing private key by the obligor serves as an attack on a creditor. Furthermore, we
analyze how it affects on the debt curtailment bargaining between a creditor and an obligor
that the obligor has private key self-compromising, and show examples for countermeasure.
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Fig.1 Agreement price of the bargaining game.
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