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Abstract: Web Workers is a specification that defines an API which allows Web application developers to
use background workers running scripts in parallel. The W3C published its candidate recommendation in
2012. Web Workers is used with JavaScript and is platform-independent. Hence, Web applications written
in JavaScript can be used for a wide variety of purposes. There are many Web applications and some of
them, for instance Internet election campaign and real-time broadcasting, need secure communications. We
can include digital signatures with such Web applications to guarantee their security of communications.
The Rainbow signature scheme is a multivariate public key cryptosystem proposed by Ding and Schmidt in
2005. The security of the Rainbow signature scheme is based on the NP-hardness of solving the multivariate
quadratic equations over a finite field, and it is expected to be one of the candidates of post-quantum cryp-
tography. In this paper, we propose a parallel implementation of the Rainbow signature scheme using Web
Workers and assess the performance of it on several Web browsers. We also propose cryptography applica-
tions for Web browsers. With our implementation, it is possible to verify a message in 0.62 milliseconds on
a Windows PC and 4.54 milliseconds on an Android tablet.

Keywords: Web Workers, JavaScript, parallel implementation, MPKC (multivariate public key cryptosys-
tem), digital signature
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Table 1 The size of the private key and the public key.
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B R 0S CPU 27% | RAM
PC Windows 7 64 ¥ v k AMD Phenom IT X6 1090T 3.2 GHz 6 4.0GB
Nexus 7 Android 4.4 NVIDIA Tegra 3 T30L (Cortex-A9) Quad-core 1.3 GHz 4 1.0GB

3. EEFE
ARETIL, Web Workers % fl\27- Rainbow & % D51
FHEFFIOWTHT 5.

3.1 ARMEKOEE & FRIRIE
Rainbow H4% TH W 2 G BRIK F3, (X

Fs = {0,1,...,30}

L5, Fyy Lo, WES L OREGEITO EEHE, T
BllaclFs; XL, a ' =a? & LTEETA.

F%E - FHINCIE, P PC B L0 Android # 7L v b i
KD 2005 KT 4. Android ¥ 7L v MK,
Google ¥ ® Nexus 7 Zflifl§ 4. PClZ 6 2027 THE
BE N5 CPU 28 L, Nexus 71342037 THEEL S
N5 CPU Z##3 5. | 212, PC B XU Nexus 7 DM
BeZ/RY. F72, JavaScript 707 T A DFETEEE LT
RIWRT V27779 eMl$ 5. £3IRT V<
77T %D H, Google Chrome B &£ U Opera, (£ [F]—
@ JavaScript L> Y Y Th b V8 Z## 3 4. JavaScript
I VY ¥ ® Chakra 3 & O SpiderMonkey (&, JavaScript
I— R&ENA Fa— F~EL, 40575 X THELT
5. 20k, EFATHORIIIIGET, N ba—Fxar
WNANVLAAT A 73— FNa2ERT A, V8L, JavaScript
I— FERMDOEITHIZT 8L VL, /N4 ha— FAZE
WL AT A7 = FEAEKRTS.

3.2 WHIFTEDOMREIEE
WHIFHEIC RIS A VAR IC oW TR % [14]. D&
DFHIZBNT, HHUHED ) L, iFFIFELTTE L5 D
FATRMOE G Z r, HHTH CPUDITHE c LT 5.
B S EROKXTED 5.

 BRFEAT DR

ARHIFEAT DT R
AL IE, BRFEAT LR L T, WHIFEATH & DR

© 2014 Information Processing Society of Japan

®3 FE-FUHEHLLY 277 I 20N=Va Y
Table 3 Specifications of the Web browsers.
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Table 4 The number of operations in signature generation.
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Table 5 Running time of the signature generation.
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L7261, 1ROFLHEEZ 1 I VKM TE L
TWwb. Nexus 7 (22WTIE, b FEEICEABIEZ1T
ZENTEY =7 7T 73 Google Chrome TH Y, £
DFEATHERNIE 4.54 IV TH o7z, £ 6 1TRT EE[LE
BLUETHEICERT 2L, PC LIZBWTIE, W51
6DEE, BLXZ5HEEEOEEIFETHY, Nexus 7 1
IZBWTiE, BHl4 0L &, BLZ 4 BEREORELE
EERLTWDL LD hb.

ERE@ELTCRSLE, PC EE Nexus 7 FOWMFIZH
W, Google Chrome & Opera 2D ZEH % 78 L T\
5T ENGFAL, SHIE, WY 2T 7T O 5
JavaScript T Y V2%, H—D VS ThHhANLIELEZL
N%. %72, Rainbow HEXDEXERSE L NBEAMGEE AT
ICH7zoT, EEICEMELZIEICY = 77T &I~
% & Google Chrome, Opera, Firefox, Internet Explorer
ThHhHIEN45M5. Firefox B & O Internet Explorer 12
R E N T 5 JavaScript T > ¥~ @ SpiderMonkey 3 &
(¥ Chakra (X, JavaScript I — F& /N b I — FAZHaL
42878 HNTIFEITTH., A5 7)) HATHETL
7=0HIZ, EATRO T T 7 A4) ¥ T ERITW, LETH
WENA Fa—Fzay 4 VL, 274 73— Fak
WE 5. F1UIHT, Google Chrome 3 £ UF Opera |2
R E N T W5 JavaScript > ¥ ¥ D V8 1, JavaScript
I— FERPOFETREICT O NA VL, N b a— F~E
Bod b2l AAT47a=FaehElT 5. Lo
T, Google Chrome B £ ¥ Opera & H\2 72356 O 94T E
VRS SRR/ bN A,

4.2 RSA BZEDH®

Rainbow &% O FEATHEH & LT 2 72012, 3,072 € v
I RSA #4 %, JavaScript Z W TS L 72, 3,072
b RSA FX4DOLEME, R TIH% L7 Rainbow £ &
f—0 128 ¥ v FTh 5 [17]. RSA BLICBVW TSR
B AR LB H 7S, JavaScript (IIEMED L4 BiHA
BREZ R L T v, KRFIZBIT 5FEETIE, Leemon
Baird IC X 2 S EREETA 7T ) 2 fHT 5 [18]. &7
12, RSA BHAOFETRMZRY. RTITRTHRLD, &
LA IZ DWW T, Rainbow F4 O A5 50 55 # TH

2066



RS 2R

% 6 Rainbow BEXDBZWEE 1 [0l FE TR & Ed ks S B L O

Table 6 Running time, speedup and efficiency of the signature verification.
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e

FAT

w# B

s o FEATHER (2 UR) . IE Chrome Opera Firefox
IE Chrome | Opera | Firefox S E S E S E S E
1 717 | 3.20 3.18 391 | NJA | N/JA | N/A | N/A | N/A | N/A | N/A | NjA
2 4.05 1.62 1.61 2.03 1.77 | 0.295 1.98 0.330 1.98 0.330 1.93 0.322
PC 3 2.85 1.12 1.12 1.45 2.52 0.420 2.86 0.477 2.84 | 0.473 2.70 0.450
4 1.81 0.90 0.92 1.15 3.96 | 0.660 | 3.56 | 0.593 | 3.46 | 0.577 | 3.40 | 0.567
5 1.63 0.75 0.75 0.94 4.40 0.733 4.27 | 0.712 4.24 | 0.707 | 4.16 0.693
6 1.49 0.62 0.64 0.80 4.81 | 0.802 | 5.16 | 0.860 | 4.97 | 0.828 | 4.89 | 0.815
1 N/A | 1633 | 16.68 | 2095 | N/A | N/A | N/A | N/A | N/A | N/A | N/A | N/A
Nexus 7 2 N/A 8.53 8.55 10.69 N/A | N/A 1.91 | 0.478 | 1.95 | 0.488 | 1.96 | 0.490
3 N/A 5.92 5.90 7.43 N/A | N/JA | 2.76 | 0.690 | 2.83 | 0.708 | 2.82 | 0.705
4 N/A 4.54 4.56 6.35 N/A | N/A | 3.60 | 0.900 | 3.66 | 0.915 | 3.30 | 0.825
R 7 RSA BHOFETHH (I U) 5. RBITURTHMRLD, Nexus 7 EIZBWTIE, FH
Table 7 Running time of RSA. FERLB L OBAMAEE b 12, 4 T 1 7% L7z Rainbow
i A 1E Chrome Opera Firefox e JavaScript 4L 7> Rainbow %4 D FEATHER X [A]
B4 1 PC 304.87 | 202.19 234.10 203.12 BETHAL. PCLIZBWTIE, BAERIZOWTIE,
Nexus 7 | N/A | 130730 | 134108 | 130531 {3 1 73 L7 Rainbow B4 0 75 188 5T
| O | 2903 | 3108 | 3127 | 2547 ), BAMAEITOVTR, &4 7 1 793 L 72 Rainbow ¥
Nexus 7 N/A 57.61 58.75 68.59

VEAERE, PERAEREHCTREEDEIL, 25T .
2R A bRz e =20 +1 TH 2.

KR8 I AT 7IEL 7 Rainbow BLDFETHR (2

Table 8 Running time of the Rainbow with native code.

. PC Nexus 7
STy ik : — : —
B | BRWGE | BARAER | FHREGE
AATAT 1.91 2.12 19.05 17.10
JavaScript 3.592 3.182 19.752 16.332

LEHMEE 14T - 72 B D ELTHE T 5 .
2 Opera B & ¥ Google Chrome % V272354 O ETHER TH
b (£5BLUESG).

), BELKEEIZOWTIE, Rainbow HZ DS PC ETH
40 f%, Nexus 7 F T 10 f5E#HTH o 7-.

4.3 M7 4 TRELDOHE

JavaScript 70 7" L 75, L OREEEHE L DD EFHRD
72®12, Rainbow HH % A 7 1 7HEE L. * 812,
AT 4 TEEEL-HE O Rainbow H % DO FEATHEM % 7R
T, £ 8 IIRTEITHEIZ, Rainbow HZDELAR B XL
CEABGREZ L TIAT o 2 B O FETHM TH 5.
A T4 TERIE, JavaScript I— F%& C++2— F~E
fi$ % 2 & TIr\vy, SIMD J#EIEAE L 2. JavaScript
= FBLPCH+IT = FIZBIFL 7N T X LEHE—D
BOEMHT L. C++I— KD 2731 ViZiE, Microsoft
Visual Studio Express 2012 for Windows Desktop # & UF
Android NDK, Revision 9b IZ&FE N5 2 /514 7 2
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ZDFH L0 EEHETH - 72,
5. B

JavaScript % f\» 72 Rainbow % % O o A IZ D v Tak
X%, JavaScript # W T = 77T 7 EICEE L
Rainbow H% %, MO T+ ¥ VEL EFEERIZ, X vt—
TOREEEORIEL, A vk— YOS AL fL it
5.

51 7AO—FR¥+XFq4>TH—EZX

Z 2T, YouTube D 70— FF¥ ¥ 27 1 ¥ 7 —¥
AMBREINLINGE L, 2T TIT I ETYTIVY A
LCHETEL2 Y277 7)) r—YavkEz2 5. BED
FAEICH 720, BEEDGES X UMEOL SARIE 1T
W2 WAL, BMZI26 L, Rainbow B4 HWTEL %
59 AUE L.
BARMZRICHBIE LT, 1 & —4 v MEEER T E 2
%. 2013 4F 4 A 26 HIZARESEO—H 2 Sk 3 5 J4t
DINAT S, 2013 4F 5 H 26 HIZHEAT S vz, ARGERE
DYIER, £ > & =%y NEZFIMT 250 L 28558
e sl v HWE L TfThb 4105 =%y b
BEZEFHREEIC & D % ) WE AR 142 50 3 55
THEICEY, Y79 A MEXFIHT 27510 & 538558
B CEREOFASHESI N, ZHICE), [TAD,
U7 A MEZFHATAHEICLY, EEREF T
LASHREL ot Lo, VIR, HEOY
THA PRTH= FE AT A VTP EAELFIH LI
BRMEEIT) 2ENTEDL, ZDLHIBRA Y F—F% v b
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%ol U7 BULGE 24T 9 By, BULHGEDREH ZREAEL,
BRBGEDOWNEDN L EA SN TV RN & 2T 208
Whb., BABEDOHEEIZH2Y, %EEIL, Rainbow &
e HWCTEREER L) 2T, gL BHFFERI%
FYh. BRIGEOMEZZ, Y277 7)) r—varic
T 7R A LR, BEHEONEI TSI N T — LA
ML=V ED7 740 % File APLIZX VIREL, FEE
OERS 27 27779 ECELHFEZIT) 2 & T, #*%
FHEDOFHRPCHEDUSAXRINT 2 Z ETREL 2 5.
HB, FEFEORMEIZOWTI, PKI & [AkEOAMAIC
0, TOEMEEHERT HLED 5.

Ao =%y NEOTF4 TV FNVarT oY ERET S
HEATHS DRMIE, IV —%HIET LI ETTA V¥
VAT VY OREMEEIETAIENTESL. L2l
DRM i, ¥ —%HIRTLDIHFED Y T h 72T R
N= R 2 TIRAE LT b, 72, SSL/TLS i#fE % v
HIEICXY, MEMTTHAEY = 7T —NOIES M H 17
FEL, vz TN EEEINSTA VIV a YT Y
A, WEREICBOWTHEASN TV RWZ & 2T 5
CERTELY, TATVINAYT Y EAROE S (B
BEXOBNT2AEE L VRSN, BAT5REED2S
UEAESN TRV L) [TDOWTIIT S REE S N7,
—7, JavaScript % V272 Rainbow H% Tl, 74 V¥V
aF Y DERED, TATVINTLT I LTS
THNVEBLEFERRT LY, FaYvI VT Ty
HARDIELMEZREFET A5 2 LWL 2D, E512, 4~
F— 4y NEZFEE) BT S BULGE L VO BB B W
T, S BEHEOY = 794 VEE REEfitE LT,
EZBEPTEOFETREMAT A EFTiEE 5. &
O, BRBGEHRICT A V7 VEBADPHEIN T AT
O, ZREAOHFEDRED LD b DTH-> T EEGE
DIEMHEIIHRIES N, LVIEBATHIEATED LW
IFNEN B L. L72doT, 4% —4y MERERLED,
TATINT YT VY OFBEMPIEE 76 WA,
DRM # & 0" SSL/TLS #15 & Jr L T &k ) E&D» o LK
7Bt L LT JavaScript 2 Rainbow HZ = FIH 3 4
CEWUETH 5.

ERIIZTO— RF v AT 4 ¥ 7 — VU 2AED W% L
B r5a1E, WMMEDR T L —LEO/NE LT — 120 L
FHeFE L, ERMICRET LI LIRS, RIS, &%
7 77T I B VT 1 B REIIZEITTRE 2 Rainbow &
HOFLBGEO D 2R, —#kIZ, BEIE, B 15 7
L—24, 30 7L —24, 60 7L —24%® FPS (Frames Per
Second) THE SN A, L7ohoT, 72& 2 I3WED %K 7
L= LTEAENG LERTA2G61E, HEZHD
Y77 T IFIIBWT, BESNLMGEO FPS L[H LH
B2 1 BRICEABGERAT ) LEDPH S, LiL, £9
WZ/RTEBY, Nexus 7 I2BWT, HAMAEOIHIFIE %
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F9 1 HHIZETTREZS Rainbow FH OB LWREED[01E

Table 9 The number of signature verifications.

e PC Nexus 7
JEEF | 6 dEF | RIS | 4 5
Internet Explorer 139 671 N/A N/A
Google Chrome 312 1,612 61 220
Opera 314 1,562 59 219
Firefox 255 1,250 47 157

1T 7% W&, Google Chrome B & UF Opera % V72
& & TR 60 AR, Firefox & Hl\V 72 & & 3R 47 [
LPBAHEEEAT) S TE RV, ThTRY =TT
Vr—2ay ECHEZ Y 7V S A4 LIZHEST A 21ET
X 72\, Web Workers % F\V CH LML WH124T 9
£1%, Google Chrome B & UF Opera % 72 & & TH:Hb
220 [AIF£FE, Firefox # V72 & 2B W TH R 157 WO
BEBFERAT) ZENTEDL, LD >T, 7277 7Y
F—aryhiZBwTyd, BEEYTIVY A LICHET S
ZEDUREL 5.

52 EZF[FEVIIR b

T TT I = a ey 7= N OEEICET
LIbHBEHITH. HHYF—ERZOVWTDOY 27T
F=arh, U ARMITO T = 7 =N e B
FBZ2ITV, 727 =95 av >y FEEIZZFDOEE
WEET AW ERELL. COBE, YT T T r—
TavPZE LAY R, EHOY = T = N6k
FENTZHDOTHY), NEDPUSTAEN TR W EHE
HThb. ax Y FOREZEICHI-Y, SSL/TLS #fE %
281, REEORES L EBENEOLR S Ak
Wz, BENETRESILTSZ LA TE5. LrL, 2
YV FOAREEZETH2HAEIIBV L, BENEOEE
WIFEETIE W, Lo T, ZOLEITREAD
FAEB L HEENEOR S AL A4T) 2 LT E T
ThY, BXNE) 7AW FTEEZFHTLZET
INEERTES. BANE)V 7ZAMLR, Y2777
Vr—varBIPyo 7y =" axry FE%EET D
B2, a3~y FONBEP AR SN D B4 % FICEET
HIEIZKY, ZOELRERTHETH S, 722 E
Facebook 1%, B )% Facebook &BEE L7277 = 77 71
r—varyaelET L4812, PHP £09 — N4 4 F 2
7T INEEEAAA LI A v b — VAT I L B ELA
EV I IANERMLTNS (19, 22T, FEOTEE
ELT, JELEK L TWD PHP @ hash_hmac %% F) H
L7z %M5%E ¥ 5. hash_hmac BEc% FIH L 7230561,
Y- EARBITICL2ERERE T 2T T T r— 2 3
YK BBEMEECB VT, [H—O# % H v A 3B RS
FRTHLH., LD >T, 9277 7)r—3 a3 0%
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B, BEFGMICEETLILENDY, $ov =TT T
r—avoERIIHo T, BEREIENT LNHE
NET L, FEBIZY = 7% =% (CPU: Intel Xeon E5620
2.40 GHz, RAM: 2.0 GB, Apache HTTP Server 1.3, PHP
5.2.5) 2B T, hash_hmac BE%12 X 5 SHA-256 7 v
T AL w Ny Y2 BROFETRER AL L 2
A, 15 ~A 70 THo7z. 2N, Rainbow 4 &
N 100 [ERESE®TH L. LA L, Rainbow H4IZL 5D
BOBGREE 1 IVBRETIT ) 2L TEL20, v T
TV =3 a v DEMICHIZoT, TORENFEINL
WA 1213, hash_hmac %512 & A 323F % Rainbow £4 %
FAWZRGEICE SR AL TE L, ZOWEIE, v
TT T = a Y OREEE, 7= T = SORBED
AEANTIAT Y FEFZRAETAHIENTE, Tz Lse
WERT AT v, X512, hash_hmac A%z, PHP
HAVAN=NVENT 2T —=NTLIPHHTEY, F
DT =N A F22 )T LSiEZ AT 8546 04
EDFEATERBIKGEL7-bD 5. Lo L, JavaScript
F23E ) Rainbow B4 IZIEFD &9 ilRIZ7ZR <, $C
DI = 77 7 7 FNTERET S, %H, SSL/TLS
WEICBWT, etz iTb TR EIT) ke L
T, SSL_RSA_WITH NULL_SHA % %#48%E ¥ % HiEddH
%. SSL_.RSA_WITH NULL_SHA %% 8% LIBALO A %
TIBWEITBVTY, Y27 =N, 2547 b
OO ERN S B ISR A FATT 20BN D 5.
—J7, BAMNE) 72 A MW IBABIZBWTIE,
A OETERESY, V2T =N\ T 2T T T
NETIENTEL LV H L. ZORRIZLD,
v T =N T VI NVELS SN Oy FEEE
%7217, SSL_.RSA_WITH.NULL_SHA %% 5% L 72
SSL/TLS 15 & MEORFREL 7 74 7 >~ PR
52 EHTE, SSL/TLS 81E DREFELIE 2T D R \n7zD,
VT = NOEM AR A 2 LA REE B b,

6. F&Ob

ARETIE, ZeMAT128 ¥y b & 745 Rainbow B4 %,
JavaScript S H W T = 775 7 LICERE L /2.
Rainbow E4 DFE4 EHIZHB W TIE, File API # v 5
Z &L, JavaScript 707 T AL = DT —H )
AN =Y PIBHEENTVAMBREANT 7L AT5 2
EDTEDL L) o7z, F72, JavaScript L ClF|EHE
AT 7200 L WHIAE TH S Web Workers & v T,
Rainbow % % O % AL & WHI KR L 72, F22ei%, FUH
PC B XU Android # 7L v MK ETiT-72. JLH PC
X6 207 THE SIS CPU ### L, Android ¥ 7
Ly MgkiZ420a 7 CTHEKSNLS CPU 2T 5.
INS DR ET, Rainbow HEHOFEITHRZFHIL, i
It 24T o 72 6 O R ELEB L ETRELZHL L
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72, ZOFER, JUH PC EIZBWTIE, Rainbow E4 D%
FRGEESIETEAT 6 O L kb EAICEEL, Z0LE D
FATHX 062 S U TH 7. Android # 7L v b
KIEWCBWTIE, BHIES4DL XRbEEICENEL, #
DEEDOEFTHRIZ 454 IV TH o 7.
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