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Abstract: The following document is an analysis of malicious documents which exploit vulnerability in ap-
plications dynamically, the application must have appropriate vulnerability. Therefore, we have to analyze
the document statically to identify the type of vulnerability. Moreover it is difficult to identify unknown
vulnerability, and the application may not be available even if we could identify the type of vulnerability.
However malicious code which is executed after exploiting does not have relation with vulnerability in many
cases. In this paper, we propose a method to extract and execute shellcode for analyzing malicious documents
without identification of vulnerability and application.
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Proposal for Shellcode Extraction from Malicious Document File
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R1 YL I—RHEDNSF VA A=Y
Table 1 Binary Image around Shellcode Entry Pooint

5DD | 00 00 00 00 00 00 OO0 00 00 00 00 OO 00 00 00 00
5DE | 00 00 00 00 00 00 OO0 00 00 00 00 OO0 00 00 00 00
5DF | 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 OO0 00 00
5E0 | 60 B9 A4 05 00 00 EB OD 5E 56 46 8B FE AC 34 FC
SE1 | AA 49 75 F9 C3 90 E8 ED FF FF FF 61 15 C1 FE FC
BE2 | FC AA CF 3C 98 77 BC CC 77 BC FO 77 8C EO 51 77

K2 7rALOMEE
Table 2 File Type

* 3 etk
Table 3 Vulnerability

File Type | Number Name Number
doc 43 CVE-2006-2389 4
ppt 4 CVE-2006-2492 13
xls 26 CVE-2006-6456 2
CVE-2007-0671 1
CVE-2008-2244 5
CVE-2008-4841 1
CVE-2009-0556 1
CVE-2009-0563 1
CVE-2009-3129 24
CVE-2010-0822
CVE-2011-1269 3
CVE-2012-0158 13
UNKNOWN 3
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BHZELZY 2 )b a— ROFET RIS VT 7 1L
F7Ey bSIEHIZTIalL—Ya v ETS.
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DI 7ANE Ty MIRETET WS, 25 DMEKD
WNEETHMPIEIIR 3IDEBY 12FEDD, 320771
WATIESIME DS N A TH 5. ML R E 1Y o
NIA—=FRDT 74 IVA Ty FHRERRE = — 7 B HRIE
37 T H 5.
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Table 4 Extracted Feature

Feature Number
(1)Self-modifying, (2)PEB access, (3)API call 45
(1)Self-modifying, (2)PEB access 2
(2)PEB access, (3)API call 13
None 13
R5 RAKATYTH
Table 5 Maximum Step
Feature Step
Start to (1)Self-modifying 35,847
Start to (2)PEB access 857
or (1)Self-modifying to (2)PEB access
(2)PEB access to (3)API call 2,772,706
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X6 BNTIal—va EBOMEE

Table 6 Minimum Number of Emulation Trials

Size | Entropy Order Delta Order | Total

128 10 19 29

192 12

256

384

512 18 17 35
1,024 13 22 35
1,536 11 1 12
2,048 4 3 7

X7 TIal—YavEHOLRDEY

Table 7 Avarage of Ratio of Emulation Trials

Size | Entropy Order Delta Order
128 0.604 0.107
192 0.209 0.050
256 0.127 0.028
384 0.089 0.020
512 0.074 0.018
1,024 0.063 0.016
1,536 0.064 0.024
2,048 0.065 0.039

[Ty bR E=DEFHWE] & Tz hab—0ERLEN
E] iz )Va—RE2BERLUEGEIZ, TIalb—Yay
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FL 7.
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Fig. 1 Ratio of Number of Trials (Entropy Order)
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Fig. 2 Ratio of Number of Trials (Delta Order)
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Table 8 Result of Execution

Drop 20
Success o
Communication 1
Memory 22
Failture Instruction
Unknown
Infinity Loop 13
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